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1 INTRODUCTION

In this document we describe the development of the hardware-sensang infrastructure
for GLOSS. We use a Motorola HCS12 to act as a sensor to network gateway and
develop a bespoke board and micro webserver to support this.

1.1 THEHCSI12 M ICROCONTROLLER OVERVIEW

The Motorola HCS12 microcontroller is an indudry leading 16bit device, supporting
many superior functions over its competitors. The actua device tha is being used for
the basis of this project is a MC9S12DP256, which has the following man on-chip
features

12K RAM

256K Reprogrammable Flash ROM

4K EEPROM

Serid Communications Interface (x2)

Serid Peripherd Interface (x3)

Anaogueto Digitd Converters (x2)
Controller Area Network (CAN) device (x5)
Pulse Width Modulator (8bit)

Various system timers

Having a fixed network interface to a controller of this sort can open up many
possihilities in terms of control, monitoring and remote access. The device has a rich
st of interface and communication options — most of the externad pins associated with
the devices mentioned above can dso be configured for generd 1/0 use via the on chip
Port Integration Module.

1.2 INTERCONNECTED (GATEWAY) HCS12

We use propose that the HCSI12 acts as a communication gateway between an
externa device and the network interface. The actud posshbilities which arise with this
configuration are endless, as devices can be connected both via specidised
communication interfaces provided by the HCS12, and adso via gened 1/0. For
example, a piece of machinery in a large factory could be connected via the specidised
Control Area Network (CAN) interface on the HCS12. With a web interface on the
HCS12, a user could monitor and communicate with CAN based machinery from the
comfort of an office that could be on the same dte, or the other sde of the world.
Having a serid inteface avalable on the HCS12 dso opens up the posshility of
communicating with many legacy devices that only support basic serid connectivity.
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This report will go on to focus on the implementation of some specific networking
hardware and the design of the related software. Some testing (both functiona and
performance) and conclusions.
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1.3 M AIN REQUIREMENTS

For any device to participate as a node on a loca area network or the Internet, there
are afew main issues that must be consdered.

1.3.1 PROTOCOL STACK

The system must be able to support a subset of the Internet Protocol (IP) suite of
communications protocols.  As a minimum, we must be able to check if the device is
actudly part of the network. This is commonly peformed by the use of a network
“ping”’, and is handled by a protocol cadled ICMP (Internet Control Message Protocol).
ICMP is caried by IP, and supports a variety of different message types for error
reporting, control and digribution of satus information. The only ICMP message we
will require to support is the “Echo Reply” message — the ability to respond to a
network ping directed to us.

To be able to actualy connect to and interact with the device, another protocol nust
be supported. Transmission Control Protocol (TCP) is a connectionorientated service
that is desgned for use over unreliable connectionless networks (again carried by IP).
TCP builds in the rdidbility that is reguired to successfully trangmit data over an
unknown communication channd, and is the backbone protocol used in most Internet
Services.

1.3.2 APPLICATION SOFTWARE

Having the ability to tet if our node is present, and the ability to negotiate a TCP
connection is a start, but the syslem will aso equire some gpplication software that can
interact with the stack and use the communication facilitiesit provides.

For direct, interactive communication, there ae redly only two candidates in
mainsream use today on the Internet — the dightly antiquated “Telngt” and the hugdy
popular Hyper Text Transfer Protocol (HTTP). Telnet is an application that comes
bundled with most network aware operating systems, and alows a user to open a textua
interface to a remote system. HTTP is the protocol that people use to access the web
every day, and can cary a vaiey of different media, incuding text and graphics.
Therefore, it would seem that implementing an http interface to the sysem would be the
most user friendly and widely supported option for most client terminds. Web
browsers are even available on palmtop devices and the latest 3G mobile phones.

1.3.3 PHYSICAL INTERFACE

There are a multitude of different network mediums in use today. For our system,
we require two different types of interface.

Firdly, a direct minima cable connection that can be used by as wide a variety of
different hogt sysems as possble would alow a single user access to the device. This
interface will be used in a point-to-point configuration, but could be expanded for
muiltiple remote use by connecting to a machine with appropriate routing software.
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A mos effective interface would be to connect the system directly to a loca area
network (LAN) infrastructure. A variety of different LAN sandards exis, the most
widdly used today fal under IEEE category 802. These standards define technologies
such as Token Ring and Token bus, and aso the most popular of the LAN standards,
CSMA/CD, the technology behind Ethernet networking.

Supporting both interface types (serid and Ethernet) described above will dlow the
device to be used with many dient termina interface types We support SLIP
connections of a dedicated serial port and develop an Ethernet capability.5 - Networking
Desgn and Implementation

1.4 DEBUGGING DURING EMBEDDED DEVELOPMENT

One of the problems faced whilst developing in an embedded environment is the lack
of user interpretable debug facilities.  Whilst debugging with the HCS12 development
kit, there are only two main options available

A bank of 8 LEDs that can be used to indicate various output, such as a
heartbeat, indication that a particular part of code has been reached, or the output
of an 8bit number.

The Red Time Debugger, which gives the ability to oy on memory and
resources, and set breakpoints at specific routinesin the code.

These two methods are very useful, but sometimes it is advantageous to be adle to
print out messages, numericd vaues and datus information in a user readable format.
Normdly this would be done by inserting a printf() Satement that would output the
message to dandard 1/O, but this is not natively possble on an embedded
microcontroller.

14.1 THE SERIAL DEBUGINTERFACE

As discussed earlier, the HCS12 supports two Serid Communications Interface
devices among its communications festures. One of these units is dready being used in
the project to handle SLIP traffic, however the second interface remains free. By
utiligng this interface to send (and possibly receive) plan ASCII bytes, it is possble to
condruct routines with dmilar functiondity to printf() and scanf(), dlowing the
board to have a cusom 1/O interface. A screenshot of this functiondity is included in
Appendix V1.

To implement the serid connectivity, the development board has a serid logic to
RS232 converter chip that handles the voltage conversons necessary from O to 5v logic
into +12 to -12 RS232 dgnds.  This chip can handle two smultaneous serid interfaces,
however only one of these interfaces can be connected to the externa RS232 socket.
Additiondly, there is no onboard support for hardware based flow control, so any
extend communication with the inteface must dissble flow control for successful
communication. Two jumper pins on the development board can sdect the interface
that is connected D the externd RS232 connector. Use of the second interface can be
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made posshle by cregting a custom serid cable that can connect to the two unused
jumper pins. These pins are connected to the Tx and Rx outputs of the serid chip. For
successful communication, the ground pin of the serid cable must so be connected to
the ground on the board (this connection is dready provided on the external header

socket).

142 MEMORY AND ASSOCIATED MODES OF THE HCS12

As mentioned previoudy, the HCS12DP256 device we are usng has a totad of
256K bytes of flash programmable ROM. This ROM is normaly programmed via the
BDM interface, but can aso be programmed sdlectively in blocks via application code
running on the contraller.

There are three main memory configurations that can be used

Registers RAM orly
aK RAM and Non-Banked Flash
EEPROM
RAM and Banked Flash
12K RAM RAM only operation is very limited, as dl gpplication code, constant
and variadble data must be accommodated in 12Kbytes. This mode is
normaly used for debugging smdl sections of code, and is usudly a
good place to dart deveopment. Once an application becomes too big
16K Fixed for RAM, the project file can be dtered to allow access to one of the
Page 1 other modes. Non-Banked flash mode expands the storage space
(same as avalable by dlowing access to two fixed windows into the paged
$3E) memory space (0x4000 — Ox7FFF and 0xCO000 — OXFEFF respectively).
| (S |S[(S|S|F|S|(FS|S|S|S(5(8 (5|9
1&/an§\?\," 3|3(3|3|3|3|3|3|3|3|3|3|3|3|3]3
0l1]2|3|4|5|6|7|8|9|A|B|C|D|E|F
16K Fixed
Page 2
(same as
$3F)

These two address spaces correspond to the top 2 16Kbyte areas in banked Flash,
and can be used for both agpplication code and fixed constant $orage This is shown in
the memory map diagram opposite. Banked memory mode is the mos flexible mode
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avalable, and is recommended for most projects. This mode alows access to the same
memory space as the Non Banked modd, but dso dlows access to the rest of the
256K byte Flash space via a 16Kbyte paging window, from 0x8000 to OxCO0O. This
window can be configured to point a& any one of the 16 areas available in the 256Kbyte
Flash block, including the two areas that are accessble through the fixed windows, by
SHtting a page pointer register.  Having the two fixed areas accessble through both fixed
addressing and paged mechanisms is invaid, so one method must be chosen. Usualy
having 32Kbyte of flash accessble in the fixed address space is chosen, as this dlows
both these aeas and the flash window to be accessed smultaneoudy without
manipulating the window pointer register.

Although the banked memory modd suits most projects, it does have some
redrictions. If a function resding in paged memory requires access to constant data,
this data mugt ether be located in the same physicd page, or reside in a fixed area in
memory. This shows the benefit of having 32Kbyte of flash accessble from a fixed
address space.

During code development, specific functions and associated constants can be forced
into paticular pages in Hash. This is achieved by inserting #pragma statements into
the code before definitions. If these are not used, the linker will use its own discretion
to place objects. This is usudly fine for most code, but the linker is not aways
intelligent enough to spot certain subtle use of variables and pointers.

The project linker file contains dl declarations for the different memory aress, and is
discussed in Appendix 11l. Full documentation of memory placement is avaladle in
both the compiler reference manua on the accompanying project CD, and Metrowerks
specific detail is contained in Motorola document AN2216/D, which is adso available on
the CD.

15 PORTINGUP TOTHEHCSI12

As the full source for ulP is fredy avaldble, very little of this source has to be
changed to dlow a badc dstack to be implemented. The main issues that need to be
addressed are:

Cresgtion of anetwork driver

Creation of the main polling code loop which will execute on the HCS12
“Endianness’ issues

Compiler type issues

The cregtion of the network drivers are covered esawhere in this report — this section
will concentrate on the polling loop, and some other more genera issues.
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At the highest leve, the polling loop has respongbility for the following

Check if new incoming dataiis present

Process the data

Invoke any outgoing responses

Periodicaly polling active connections to invoke timeouts

To implement the periodic polling function above, the “Modulus Down Counter” on
the HCS12 is used. This device is part of the Enhanced Capture Timer (ECT) module,
and is fully described in the associated Motorola document. A pre-scder is used which
gives an interrupt approximately 8 times a second. The associated ISR scales this down
by a factor of 8, and will increment a globa system time counter approximately once a
second.  The polling loop can then monitor this varisble every code cycle, and if it
increments, the periodic functions can be invoked. Other uses of the time count
variable are discussed in the application section of this report.

151 ENDIANISSUES

When porting any code to a new target architecture, one of the most important issues
that must be taken into account is the endian configuration of the target architecture.
Most processors nowadays are “little endian” based. However, the Motorola range of
processors dl use big endian byte ordering. For networked applications, usng a
processor which is natively big endian can actudly yied large performance increases
over a little endian architecture, as the byte ordering on wired networks is aso big
endian based (also known as “network order™).

ulP comes with some built in macros that can compensate for different endian
schemes.  However, for our implementation, these macros will effectivdly do nothing,
as we do not require changing byte ordering a any time. As the code that has been
developed for this project is targeted specificdly a the hardware of the HCS12, specific
attention has not been pad to byte ordering issues. However, this will affect the
portability of the code to a different architecture using little endian byte ordering.

152 COMPILER TYPE ISSUES

As this project is centred round an embedded system, we want to be as conservative
as possble while decdaring data types. For this reason, it is useful to have some
dandard data types defined which we know will dlocate us a specified space in
memory. The following types are declared in the Motorola s12_common. h header file,
and dl ulP declarations are changed to use these types.

Typedef Compiler Range
type

© 2001/2002/2003 GLOSS CONSORTIUM 11/60



GLOSS: GLOBAL SMART SPACES

PROJECT No. IST-2000-26070

D12 CONSTRUCTION GUIDELINES:
HARDWARE INFRASTRUCTURE DESIGN

PAGE 12/60

TUGs unsigned 0to 255
char
tU16 unsgned int 0to 65535
tu32 unsigned 0 to 4294967295
long
tS08 sgned char -128to 127
tS16 sgned int -32768 to 32767
tS32 sgned long -2147483648 to
2147483647

15.3 PoOLLINgLOOPS

As we need to have the functiondity to potentialy support more than one network
interface (though not concurrently), there will be subtle differences to the content of
each palling loop. This problem is caered for in the code by the use of #ifdef
datements that determine which network interface is to be supported in the build of the
software. The required interface, and various other project specific configurable
parameters can be set in the ui popt . h header file.

The basc functiondity of each polling loop is fundamentaly the same, and is shown
by the following two diagrams.

SLIP Main Loop

Ethernet Main Loop

© 2001/2002/2003 GLOSS CONSORTIUM
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1

uip_len =
slipdev_read()

uip_arp_out()
ethdny_send()

uip_len>0 YES—» uip_process()
YES slipdev_send
No @ #{ slipdev_send)
v |
|
NO

Increment System
Timer

For each open
connection,
uip_periodic()

Increment System
Timer

uip_len>0 YES—p| slipdev_send()

Toggle Heartbeat
LED

Toggle Heartbeat
e 105 Elapsea>—ves+] Ti9e AT 1ane
—-—-1r0 |

A diagram showing the flow of data and different messages used best shows the
actual functiondity of a TCP transaction with the stack. The diagram on the next page
shows a sample TCP transaction carrying http traffic between the board and a windows
client node.
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( ) Sample TCP “Tﬁ[ll transaction  shows the ARP
== Transaction il | =1 (Address Resolution Protocol)
over Ethernet lookup that must be performed
Client Stack HCS12 Stack whilg usng Ethernet. This
192.168.7.110 192.168.7.130 takes the form of a broadcast
packet that is issued from the
) client node, asking who has the
ARP Request - Who Has 192.168.7.130? Tell 102.168.7.110 . »
” IP address “192.168.7.130". As
2 - ARP Response - 192.168.7.130 is at 00:50:FC:0A:D9:8C thl S |S the I P Of OUI’ nme’ the
TCP - [SYN], Seq = 20404410, Ack = 0, Win = 16384, Len = 0 MK ulP ARP mg| ne rq‘_)' | es d| ra;ﬂy
4 TCP - [SYN, ACK], Seq = 200, Ack = 20404411, Win = 126, Len = 0 tO tm d i mt rrm‘]i rE i r]fa’mi rg
e that “192.168.7.130" is the IP
- [ACK], Seq = 20404411, Ack = 201, Win = 16506, Len = 0 |5
address attached to our MAC
TCP (HTTP) - Seq = 20404411, Ack = 201, Len = 126 e address (OXOOSOFCOQA D98C)
7| TCP (HTTP) - Seq = 201, Ack = 20404537, Len = 126 This then dlows the diet to
TCP (HTTP) - Seq = 20404537, Ack = 327, Len = 79 > 8 ajdr% dhema p&kas dl r&tly
. . o . to our network interface.
- TCP (HTTP) - Seq = 327, Ack = 20404616, Len = 126
TCP - [ACK] Seq = 20404616, Ack = 453, Len = 0 o © The next pa:kd that is sent is
. a TCP Synchroniss (SYN)
TCP (HTTP) - Seq = 453, Ack = 20404616, Len = 126 AR
~ request. This indicates that the
TCP - [ACK] Seq = 20404616, Ack = 579, Len = 0 | dient wishes to establish a TCP
B TCP (HTTP) - Seq = 579, Ack = 20404616, Len = 126 connection with us As this
TCP - [ACK] Seq = 20404616, Ack = 705, Len = 0 | - p'o‘de contains | P, it is p8$€d
This process continues until the HTTP data is complete. Then the connection is to u | p_p r OC eS S ( ) ] Whl d]
closed, as follows H - -
determines what to do with it
As you can see from the
25 < TCP - [FIN, ACK] Seq = 1142, Ack = 20404616, Win = 126, Len = 0 d| @ra’n, uI P hm daam| nm
TCP - [ACK] Seq = 20404616, Ack = 1143, Win = 16431, Len = 0 S Corr&tly that this is a vdid TCP
o _ _ _ _ ” transmisson desined for a port
- [FIN, ACK] Seq = 20404616, Ack = 1143, Win = 16431, Len = 0 . " .
_ that we ae ligening on (http
28 L TCP - [ACK] Seq = 1143, Ack = 20404617, Win = 126, Len = 0 port 80) % |t h% gma,ataj a

v response packet that has both
the SYN flag and the ACK flag set. This |nd|caes to the client that we are happy to
accept the connection.  The client replies by sending a further acknowledgement back to
us, and a this point the connection is in the ESTABLISHED date. This handshaking
occurs for every TCP connection, and a smilar negotiation is carried out to pull the
connection down when it is no longer required.

There are some other important observations to note about the connection initiation
shown above. The firg is the sgnificance of the Win fidd. This field is contained in
dl TCP headers and determines the maximum sze of data (in bytes) a host is able to
accept.  In the example above, the windows client host is able to accept a maximum
packet size of 16506, whereas our packets state that the Maximum Segment Size (MSS)
that we are able to recelve is 126 bytes. This vaue is governed by the size of the data
buffer which ulP is configured to use.
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The diagram above dso shows the use of sequence numbers in TCP transactions.
These 16bit numbers are contained in every TCP header, and are used to control the
flow of data in the connection. It is defined that these numbers can be initidised to any
vaue a the gart of a TCP connection. Whilgt the connection is set up, the client sends
an initid number, 20404410 in the example above. When ulP responds to this, it
returns the vaue of the receved sequence number plus one as the ACK fidd in the
header. ulP aso sends a sequence number of it's own in the response packet. This is
repested in al further negotiations. Once payload data is sent in packets, this aso
affects the sequence number that is sent in the ACK fidd. Indead of increasing the
number by one, it is increased by the number of bytes that have been received in the
packet that is being acknowledged. For example, the first data payload in transaction 6
above is 126 bytes long (the MSS of our connection). When we acknowledge that data,
we increase the ACK field by 126 taking it from 20404411 to 20404537. As TCPisa
full duplex protocol, we can dso send a data payload back with the acknowledgement,
asindicated by the LEN field being set to 126 in transaction 7 above.

1.5.4 UIP SEQUENCE NUMBER CALCULATIONS

Cdculaing sequence numbers and checksums is a mahemaicdly intendve
operation, especidly for a low powered microcontroller. In ulP, this functiondity has
been removed from the man ulP source to the uip arch module, dlowing specific
routines to be easly optimised for a particular architecture. Although these caculations
will be farly intensve, our sysem is not intended to handle large numbers of
connections, and the generic code has been left “as is’. This could however be
optimised in the future, possibly by implementing in raw HCS12 assembler.

The ulP gack aso has to ded with invaid incoming connections, and aso send a
auitable response if there are no free connection dots left on the board. In both cases,
ulP will send a TCP Reset — a packet with the RST flag enabled. This indicates to the
remote host that a connection cannot be established.

1.6 |IMPLEMENTATIONOF UDP FOR UIP

While many IP based services rely on TCP as a transport mechanism, there are other
sarvices that require a lightweight connectionless protocol for data transmisson. User
Datagram Protocol (UDP) is such a protocol, designed to send connectionless data
packets over IP. Compared to TCP, UDP itsdf employs no acknowledgement or
retransmisson mechanism. If a datagram packet is logt or determined to be corrupt, it is
up to the higher-levdl applications to redise this and invoke an gppropriate
retransmisson. An optiond 16bit checksum is available to validate integrity of packets.

Having the ability to send and receive UDP datagrams with our system will open up
various options that are described later in this report. As ulP is primarily designed to
support TCP traffic, there are some fundamenta changes that have to be made to dlow
parald support of UDP.
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1.6.1 MAINUIP CODE CHANGESFORUDP

There are some smilarities between TCP and UDP packet reception, hence it is a
farly methodica process to add UDP support to the stack. Both protocols use the
concept of source and destination ports, and we therefore need to replicate some of the
TCP port functiondity for UDP. For incoming datagram reception, this necessitated the
cregtion of

An array of UDP ligening ports

A ui p_udplisten(port) function
A dructure representing a UDP header to map to the incoming packet buffer

For outgoing datagrams, the following was required

Ability to dter the initidised podtion of uip buf pointer. Normdly this is st to
dlow space for a combined IPTCP header a the dat of the buffer. A
corresponding UDP header is consderably smdler.  The ui p_presendUDP()
function addresses thisissue.

Similar to TCP, we require a function that actudly sets up the header data ready

to send the packet. The ui p_sendUDP() achieves this, and cals the appropriate
checksum caculation routines.

The ui p_process() cdl is designed to check for TCP and ICMP packets carried as
payload on IP packets. To be able to receive incoming UDP, a clause must be inserted
into the ulP code to allow these packets to be broken out from the function.

As dready mentioned, UDP has an optiond checksum fidld. If this field is unused, it
will be set to zero. In our implementation, UDP checksums are unsupported, and as a
result, the ui p_udpchksun() function returns zero by default. This function has been
crested to alow UDP checksum code to be implemented at a future date if necessary.

1.6.2 PROCEDURE FOR AN APPLICATION TO SEND AUDP DATAGRAM

As previoudy mentioned, if we are going to write gpplication data directly to the
gack buffer, we must ensure that the ui p_appdat a pointer is set to the start of the UDP
payload area. ui p_presendUDP() Sets the pointer 28 octets into the buffer — the length
of a combined UDP and IP header. An application dso has the option of setting
ui p_appdat a to a buffer of its choice, if for example a gatic buffer in flash requires to
be sent.

Once the buffer has been populated (or data pointer set), a send function Smilar to
TCP must be invoked.
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ui p_sendUDP(t U16* ripaddr, tUL6 srcPrt, tUL6 destPrt, tUL6 | en)

This function takes a pointer to a 32bit IP address buffer, source port (zeroed if not
used), mandatory destination port and the length of the datagram payload. The function
will populate the correct UDP and IP header fields, and calculate any checksums. The
vaue of uip_len will be sst accordingly, and the length check in the main loop will
invoke the network driver to send the packet.

1.7 IMPLEMENTATIONOF TCP AND UDP M ULTIPLEXING FUNCTIONS

One of the objectives of porting an IP stack to the HCS12 is to dlow 1/0O access to
both hardware connected to the device, and to other applications executing on the
microcontroller.  The native ulP stack APl is desgned to support a sngle transport
protocol - TCP, and isredlly only targeted for asingle goplication.

As we now need to support more than one transport protocol, and potentidly
multiple applications, we need to find a way of differentiating between TCP packets and
the newly implemented UDP datagrams. These incoming packets must subsequently be
directed to the correct application.

Differentiation of protocol type is handled in the ui p_process() function, and it is
here where the fundamental changes are made. In both TCP and UDP cases, a packet
will only be accepted if

It has passed dl checksum and length checks

It is destined for our IP address (the accepting of broadcast packets can adso be
enabled)

It is destined for a port on which we are actively listening

Any packets ariving that do not conform to the above checks will be dropped by
ulP. Once we have determined that we are definitely interested in a packet, we have to
make a choice as to what to do with it. This process is dightly different for each
protocol, so we will now congder each in detall.

171 TCP

As TCP is a connection oriented protocol, any arriving TCP packet may be for either
an aready open connection or it may be a SYN packet trying to open a new connection.
ulP firgt checks to see if there is a match for the source and destination IP of any open
connections, if this is found the source and degtination ports are dso checked. If a
match is found, the packet is deemed part of an open connection and the stack checks
what next needs done with the connection. If an open connection is not found, the
degtination port of the packet is checked againgt our array of TCP listening ports. If no
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match is found, a TCP Reset packet is sent in response.  If a match is found, the stack
will sart to negotiate the new connection.

Once a connection is in progress, when new data arives, a function is caled to
invoke the correct gpplication. This is where a fundamenta change is made to the stack
to dlow gpplication multiplexing - the TCP Multiplexer module is invoked to make the
decison.

1.7.2 UDP

As UDP is a connectionless protocol, the stack does not need to worry whether the
packet is part of an ongoing data trandfer. The packet is smply checked againgt an
aray of ligening UDP ports, and if a maich is found, the UDP Multiplexer is cdled. If
no match is discovered, the packet is Smply dropped — no response needs to be sent.

1.7.3 TCP AND UDP MULTIPLEXERS

By the time a packet reaches ether of these routines, it has been determined thet it is
definitdy for our node on the network, and it is also destined for a port on which we are
ligening. The function of the multiplexers is to determine which gpplication the packet
is for, and subsequently to invoke that application. In most cases this is achieved by
checking the port the packet is destined for. In some specialised cases, a check can dso
be made on the port the packet has been sent from, or the remote IP address. This is
especidly important when dedling with broadcast packets. For example, with DHCP
(discussed later) a response can be received from more than one listening server and it is
the responghbility of ether the multiplexing function (or in our case, the dlient itsdf) to
determine if the packet is vdid. As the multiplexer functions are cdled for every IP
packet that makes it past the checks in the stack, these functions should be as smdl and
efficient as posshle — any CPU intensve operaion here could cause a bottleneck in
terms of overal throughpt.

The diagram below further illusrates the flow of data from the network interface to
the main functional componentsin the system.
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CS8900 Network Interface

ethdrv_poll() in ethdrv.c

if ARP if Ip

uip_arp_ipin() in uip_arp.c

uip_arp_arpin() in uip_arp.c uip_process() in uip.c

if UDP if TCP if ICMP
appUDPMux() in appTCPMux()in Dealt with
internally in
appUDPMux.c appTCPMux.c ;
uip_process()

1.7.4 |P SECURITY CONSIDERATIONS

As security is not a big concern in this “proof of concept” project, the only checks
that are peformed are againgt destingtion fields in IP headers — determining if a packet
is destined for our node. However, there are some gpparent places in the chain of
events where some security features could be implemented. The most obvious location
would be to implement a security module directly after the network interface, where
every packet could be scrutinised before passng to the stack for consderation. This
would be the most secure solution, and would dlow filtering on various fields, such as
an “dlowed” or “denied” Source IP Range. Obvioudy this sort of scheme would
require some planning, and to be effective would have to be easily updatable. Also, on

a resource-limited microcontroller, this type of scheme would rase some performance
ISsues.

1.7.5 SUMMARY OF 3 PARTY APPLICATION SUPPORT API

The discusson above has detailed the implementation of both the base protocol

dack, and dso further measures to ease integration of other TCP/UDP based
gpplications.

To summarise, for an incoming packet to reach an gpplication the following must be
implemented

If the agpplication receives data via a broadcast mechanism (DHCP for example),
the broadcast functiondity must be enabled in the dack by cdling the

Enabl eBr oadcast TCP() Or  Enabl eBr oadcast UDP() routines  during
initidisation.
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If the gpplication requires initidisaion, a function cadl must be added to

i ni t TCPApps() Or initUDPApps() in the corresponding multiplexer module.
Theinit routines are caled by default when ulP initidises a system startup.

The correct ligening port must be enabled (during application initidisation) for
a packet to reach the multiplexer stage.

A check must be added to the multiplexer function that cdls an application
function on reception of a packet destined for it.

1.8 NETWORK INTERFACE TYPES

The physcd network interface for the project is responsble for actudly sending a
specified stream of bytes — a packet, over a network medium. During the congruction
of the HCS12 server, two different network access methods are investigated and
implemented — Serid Line IP and Ethernet.  Whils having many differences in terms of
byte coding, speed and physica connection, both network access methods share some
common functiondity in terms of the forma of data sent over the externd
communication link.

1.9 ETHERNET AND SLIP DATA STREAMS

Although both access mechanisms send and recelve the same IP Protocol Data Units
(PDUs), each system packages these PDUs in a different manner. Both require the data
to be split and sent in wdl-defined blocks. As SLIP is a direct connection between the
sysem and a host it requires less header and control data to be included. Conversdly,
Ethernet is a multiple access broadcast system and therefore requires use of a Media
Access Control (MAC). The points are summarised in the following table.

Serial IP Ethernet

Address Range None 48-bit MAC Address
Transmit Availability Any Time When Network Idle
Reception Assumed Rdiable Assumed Unreligble
Format Stream  with  Escape Frame

Bytes
Data L ength Potentialy Unlimited 1500 Byte Max Payload
Addressing None Source, Destination
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The differences between the two packet formats can adso be observed in the

following diagram.
SLIP NO MAC or Protocol |dent E IP Data E
sc Header C
1 20 - 60 Vaiable 1
byte  bytes Length byte
Ether Dest Source Proto IP Data
net MAC MAC col Header
6 bytes 6 bytes 2 bytes 20 - 60 Vaiable
bytes Length

Both drivers share the common festures that they will require three main functions to
be accessible to the main program loop

Aninitidisaion routine.
A polling read routine to receive new data if present.
A send routine to send out pre formatted data over the network interface.

1.10 SERIAL LINEINTERNET PROTOCOL (SLIP)

Before condgdering the software driver aspects of the SLIP implementation, it is
important to congder the physical connection required between the host PC and the
HCS12 devel opment board.

A serid connection a its most basc levd will normdly condst of a par of shift
registers, controlled by a common clock signd. The output of one shift register is fed to
the input of the other, and a sngle bit is shifted between them every clock tick. While
this is pefectly acceptable for two devices that are physicaly close together (on the
same PCB for example), it is not suitable for a link between devices. To overcome this
problem, the RS232 specification was developed. Data in an RS232 connection is sent
asynchronoudy, without the use of a common clocking sgnd — the formatting of the
data on the wire dlows for synchronisation between the two devices.

The HCS12 contains two Serid Communications Interfaces (discussed earlier) — we
are going to use the SCIO device for our SLIP connection. By making sure that jumper
pins J12 and J13 are both in the O-1 position, we ensure that the board's externd RS232
connector is connected to the SCIO device. As we are connecting the board to a host
PC, we require a smple mae to femae draight serid cable — this will connect the Tx
from the board to the Rx of the hogt, and vice versa  As dready mentioned, the HCS12
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development board has no support for hardware flow control, and this must to be
catered for when configuring the client PC.

1.10.1 SLIP DRIVER DESIGN

To isolate complexity from the man driver routines, we firs need to congtruct two
low leve routines — one to recelve a byte from the SCI device, and the other to send a
byte. The following two functions are created for that purpose.

u8 t sciO0Get (u8_t *byte)
u8_t sci OPut (u8_t byte)

Both functions work with individua bytes, therefore dlowing the driver to send and
receive raw bytes from the port. The get function must be non-blocking, and will return
avaueof Oif thereisno new data at the port.

Now that we have the functionaity to send and receive raw bytes, we need to
condruct an initidisation function, dong with functions to ded with transmisson and
reception of SLIP frames. An example SLIP driver for the Commodore 64 is included
with the ulP digribution — this will be used as a high levd bads for the overdl driver
design.

1.10.2 SLIP DATA FORMATSAND CONTROL CHARACTERS

As the SLIP protocol sends streams of raw bytes across a serid link, there must be a
way to define the gart and end of individud data blocks. This is achieved by usng a
specia code, known as the Escape Character. As the escape character could potentialy
be a legitimate pat of a daa stream when transmitting binary information, specid
functiondity must be built into the send and receive routines to cope with this. A byte-
stuffing sequence is used in the following manner.

The end of ablock is signified by the escape character OxCO.

Most SLIP devices will send the escape character immediately before a frame if
the line has been idle to help with sequencing (this is not however required).

If a byte in the data stream is equd to OxCO, the values OxDB and OxDC are
substituted, and subsequently converted back at the receiver

If a byte in the data stream is equd to OxDB, the vaues OxDB, OxDD are sent,
and again subgtituted back to asingle OxDB at the receiver

These measures emsure that a frame of data can be tranamitted easily and correctly
over aserid link, and are illugtrated by the following byte coding sequence.
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O0xA6 O0xA5 0xCO0 OxE2 0xDD 0xDB OxAB

0xCo OXA6 0XA5 0xDB 0xDC OXE2 0xDD 0xDB 0xDD OXAB 0xCO
(Esc) (Esc)

1.10.3 MODEM EMULATION & DIRECT CABLE CONNECTIONS

Whilg desgning a SLIP deriver for the system, it became obvious from looking
through various manuds and settings for the Windows operating system that a SLIP
connection was primarily designed to work via a modem link. Obvioudy, in most cases
this would be the case, but we wish to connect the project board directly to the host PC.
To overcome this problem, extra functiondity must be built into the SLIP driver to
emulate a modem connection. The dtuation is dightly different for Windows 2000 and
Unix — these are discussed separately below.

1.10.4 WiINDOWS98/ME

When configuring a windows client, the best option is to choose a SLIP connection
usng a standard 28000bps modem. This is the most basc SLIP connection that
windows will support. In addition to the standard SLIP frames, windows will try to
initiate various ‘AT’ commands to the modem — these are standard modem command
drings  When one of these commands is sent, the windows dlient will wat until an
‘OK’ response is recelved. Therefore, every time we receive an ‘AT’ dring from the
host, we should immediately respond with an *OK” giring.

1.10.5 DIRECT CABLE CONNECTION IN WIN2000

Windows 2000 operates in a dightly different manner, and smple ‘AT’ modem
command st emulation is not sufficient to ensure a rdiable connection.  However,
Windows 2000 supports a modem device known as “Direct Cable Connection” which
removes the need for modem emulation dtogether. This device does require some
sample negotiation a sart-up. When the windows client tries to open a connection, it
will send the dring “CLIENT” to the board. Once the board has received this
command, it replies with the string “CLIENTSERVER” and the SLIP connection is
then free to gat. This initid negotiation is the only non-SLIP commands that need to
be catered for.

1.10.6 UNIX/LINUX CONFIGURATIONS

Connection methods vary between different digtributions, but most setups will alow
you to creste a ample SLIP connection requiring no negotiation or modem emulation.
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However, if this is not possble, configuring to use a sandard modem smilar to the
standard windows setup, and enabling ‘AT’ emulation should be sufficient.

All of the emulation schemes above are supported, and can be sdected in the
ui popt . h configuration file.

1.10.7 SLIP & SCI INITIAIISATION
The Initidisation function that must be cdled a sart-up is defined

void slipdev_init(void)

This function initidises the HCS12 SCI device by enabling the transmitter and
receiver, and setting an appropriate Baud rate.  The port baud rate is set in a register
asociaed with the device It is a clock divider ratio, and is determined by the
fallowing function.

SCIModuleClock
(16* SCIBR[12: 0])

CIBaudRate =

The SCI Module clock is defined as being hdf the development board oscillator
clock, therefore 8VIHz. Using the formula, a baud rate of 34000bps can be obtained by
sting the SCIBR[12:.0] fied to the vdue 13 (0xOD). Due to the limitations of the
oscillator on the development board, we cannot clock the SCI device much faster than
34000bps as bytes sart to be dropped from the serid line. To overcome this limitation,
the HCS12 itsdlf would have to be clocked at a faster rate by a faster oscillator. Further
information on the SCI device and its modes of operation can be found in the
speciaised Motorola documentation, available on the project CD.

If we ae going to be communicating with a Windows 2000 hogt, the appropriate
requet and response initidisation functions will be executed during initidisation,
blocking until aresponseis received, as described above.

1.10.8 SLIP READ OPERATION

This function is nonblocking, and will return O if no data has been received a the
sexid port. It isdefined

ug8_ t / ul6_t slipdev_read(void)

The function will first poll the seriad port to see if a data byte has arived. If one has,
the function will continue reading bytes and goring them in its own buffer until ather
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the buffer limit has been exceeded, in which case the dip frame will be dropped, or the
end escape character has been received. If the special escape character OxDB is
received, this is not placed in the buffer — instead the next byte is received and if the two
bytes form the special escape sequences discussed above, the appropriate decoded byte
will be placed into the buffer.

Once a complete frame has been received, it is copied from the driver buffer to the
ulP gstack buffer, and the appropriate received length is returned. The AT Modem
command emulation is dso built into this read operation, and if it is detected the ‘OK’
response is sent back to the host.

1.10.9 SLIP SEND OPERATION
The send operation is defined

voi d slipdev_send(void)

This function is farly ample in operation — when it is caled, it firs sends the SLIP
escape character OxCO. It will the iterate through the ulP buffer, checking each byte as
it sends it to make sure that it does not equa the speciad escape characters. If this is the
case, the appropriate subgtitution bytes will be sent, otherwise the byte itsdf is sent.
Once the full buffer has been sent, the escape character OxCO is sent again, determining
the end of the frame.

These smple functions allow a smple SLIP connection to be supported, and will
therefore dlow IP traffic to be sent from the HCS12 device to aclient termindl.

1.11 IEEE802.3 - ETHERNET

While SLIP dlows a TCP/IP network connection to be established to the
development board, it's man limiting factor is that it is a dSngle point to point link
between the board and hogt, therefore the host machine is the only point of access to the
board.  Although this problem could be overcome by configuring some [P routing
software on the host PC, this is not ided, as it does not dlow a direct connection to the
board from aremote network station.

A much cleaner and more manageable solution is to enable the system to participate
independently on a Locd Area Network, interfacing directly to a Network Interface
Controller (NIC).

Whilst consdering a suitable NIC, some important considerations had to be taken
into account, as the controller would have to be connected to the HCS12 by genera 1/0O
lines. Specificdly, we were interested in

Data and address bus widths (number of /O interface pins required)

© 2001/2002/2003 GLOSS CONSORTIUM 25/60



GLOSS: GLOBAL SMART SPACES D12 CONSTRUCTION GUIDELINES: PAGE 26/60
PROJECT NoO. IST-2000-26070 HARDWARE INFRASTRUCTURE DESIGN

Power consumption
On board RAM / Buffering Capabilities

Taking these points into account, there were redly only two suitable interfaces found
- the Cirrus Crysta LAN CS8900A and Redtek RTL8019AS. Both interfaces are
10BaseT compatible, and dthough they are primaily designed for 16bit 1SA bus
systems, both can run in a reduced 8bit mode, reducing the externd 1/0O capacity and
therefore the overal pin outs required from the chip. Both chips are dso functiondly
identica, dthough there are some differences in terms of internd addressng and driver
requirements.

The Integrated Circuits described above are sdf-contained in Surface Mount Thin
Quad Hat Pack (TQFT) packaging. While this makes the ICs very small and compact,
it dso makes them virtudly impossble to mount onto a PCB without specidised
equipment.

This point has been recognised by some eectronics manufacturers, and both
interfaces are available ready mounted onto smal deveopment PCBs, with the relevant
pins required for 8bit operation brought out to accessble solder points  The
development boards adso have other necessary components on board such as an
oscillator, RIM5 connector, link and data LEDs, some required resistors and capacitors,
and an isolation module that matches the impedance of the Tx and Rx dsgnds from the
chip to the RJM5 connection.

A Norwegian company named Systor Vest manufactures the Ethernet board chosen
for the project. It contains the Cirrus CS8900A chip described above, and conforms to
dl our requirements. The board will drawv a maximum power of 80mA. When
combined with the microcontroller power requirements, the totd is well within the 1.2A
maximum we can draw from the development board power supply.

1.11.1 ETHERNET BOARD PHYSICAL CONNECTION

When designing the connection between the embedded Ethernet board and the
microcontroller, we require the following pin connections

(Input) Power and Ground g
(Input/Output) 8bit Data Bus | i
(Input) 4bit Address Bus

(Input) Read Enable (Active Low)
(Input) Write Enable (Active Low)
(Input) Chip Sdlect (Active Low)
(Output) Interrupt Request (Optiond)

The Embedded
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The CSB900A is cgpable of operating in ether polled or interrupt driven modes.
Normaly interrupt driven operation would be desrable, as this would remove the
additiona overheed which polling places on the host microcontroller. However, the
CSB900A does not support interrupt driven operation whilst being operated in 8hit
mode. As the development board does bring ait the IRQ pin, we will connect it to the
controller for completeness, but the pin will not be activdly used in our sysem and
could easily be omitted.

This results in a total required pin count of 18. As many of the HCS12 pins are multi
purpose, we want to try to maximise availability of the on chip components, while at the
same time keep wiring and driver coding smple. It is decided for this project to use
generd 1/0 ports A and H for communication with the Ethernet module.  The physica
pin connections used are listed in Appendix V.

We have now covered dl of the physica connection design to the board. When the
development board is powered on, and an Ethernet connection is made to a hub (or
draight to a host usng a cross wired cable), the link light on the card will illuminete
green. Databeing received or transmitted will result in the link LED flashing orange.

1.11.2 ETHERNET DRIVER DESIGN

Successful communication with the Ethernet module is based around the process of
asserting the correct address and data line levels, and then toggling the read or write pin
momentarily low accordingly. Most ISA based sysems will achieve this god by
memory mapping the relevant address and data bus range of the card to an unused
addressable range of system memory, thereby adlowing Direct Memory Access to the
card and amplifying access. To the software driver, the card will be seen as an area of
sysem memory. In our case, we do not have a free area of mapable system memory
that can be dedicated to 1/0O, and rely only on manudly assarting generd 1/O lines for
operation. For reliable operation, it is dedrable to congtruct the driver in a robust
manner, isolating the assertion of 1/0 lines from the main code as much as possible.

When communicating with the CS8900A in 8-bit mode, we have access to 8 data
ports, each 16bits wide. For ease of understanding, this can be represented as eight
paired 8bit locations. As the controller is primarily desgned for 16hit operation, one of
the redtrictions that we must comply with is that both the low and high bytes of each
port must be accessed during any communication with the card.

The CS8900 ports and associated address range are summarised in the table below
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1.11.2.1 CS3900A PORTS

Address Type Description
Offset
0x00 : 0x01 Read/Write Recaive/Tranamit Data (Port
0)
0x02 : 0x03 Read/Write Recave/Tranamit Data (Port Not
1) Used
0x04 : 0x05 Write Only TXCMD (Tranamit
Command)
0x06 : 0x07 Write Only TxLength (Transmit Length
0x08 : 0x09 Read Only Interrupt Status Queue Sel'l?lot
U
OxOA : Ox0B Read/Write PacketPage Pointer
0xOC : OxOD Read/Write PacketPage Data (Port 0)
OxOE : OxOF Read/Write PacketPage Data (Port 1) SeI;lot
U

As we are operating in 8bit-polled mode, we do not need to access Receive/Transmit
Port 1, Interrupt Status Queue or the PacketPage Data Port 1.

The CS8900 employs a very neat and efficient sysem to give access to internd
gsatus and control registers — the PacketPage system. Access to packet page data is
ganed by the fallowing two-step procedure.

Set the PacketPage Pointer port to the correct register offset.
Access the corresponding data via the PacketPage Data port.
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The following table summarises the high level layout of the PacketPage address
space.

PacketPage Address Contents Summary

Offset
0x0000 — 0x0045 Bus Interface Regigters
0x0100 — Ox013F Status and Control

Regigers

0x0140 — 0x014F Initiate Tranamit Regigers
0x0150 — 0x015D Address Filter Registers
0x0400 Receive Frame Location
O0x0A00 Trangamit Frame Location

For our driver operation, we are redly only concerned with the Status and Control
registers section, al other card accesses are via the main address space.

1.11.3 CS8900A Low LEVEL I/O ROUTINES

At the lowest leved in our software driver, we require functions that can access the
ports on the CS8900. Two functions are constructed,

u8 t ¢s8900 reg_read(u8_t offset)

void cs8900 reg wite(u8_t offset, u8_t val ue)

Both of these functions take the regider-offset vaue as an argument, and use this to
assert the address lines accordingly. Port A direction register is set to input or output,
and the vdue is readiwritten accordingly by momentarily toggling the RD or WR pin
low.

By manipulation of the two functions above, we can peform dl of the operations
necessary to operate the CS8900A. For ease of coding and clarity, a corresponding pair
of functions are congtructed which will access the 16hit PacketPage register bank. They
are defined as,

ulé_t c¢s8900_ppreg_read(ul6_t offset)
voi d ¢s8900 ppreg wite(ul6 t offset, ul6_t val ue)

The functions above can be thought of operating a level above the basc register read
and write functions. These methods take a 16bit PacketPage offset as an argument.
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This vaue is written to the PacketPage Pointer port byte a a time — LSB then MSB.
The corresponding data vaue is then ether written to or read from the PacketPage Data
Port O.

These two pars of functions whilst farly complex and time criticd themsdves,
isolate this complexity from the rest of the driver code, and alow access to both man
registers and PacketPage registers easly and efficiently.

Now that we have the low leve functiondity covered, adl that remains is to construct
initidisation, read and write functions (dmilar to SLIP) that the man program loop on
the microcontroller can actively use.

1.11.4 CS8900A INITIALISATION

Before we can dtart sending and receiving ethernet packets on the CS8900A device,
we need to perform some routine housekeeping tasks. These are al carried out by the
initialise function, defined

void ethdrv_init(void)

In this function, firgly we need to set the port direction of portH to Output. This is
fixed, as al of the lines connected to port H (gpart from the unused IRQ line) are used
for sending sgnds to the devicee. We aso have to pull the Write Enable ('WR) and
Read Enable (IRD) pins high to dissble them, and finaly we pull the Chip Sdect (1CS)
pin low to endble the device. We are now in a postion to start communicating with the
CS8900A IC.

Before we try to initite any initidisation commands on the device, it is hdpful to
check that we have relidole communication. A standard way of achieving this is to read
the EISA identification number from the card. This is a read only chip identification
number contained in the very first 16bit PacketPage register, and for our CS8900A
device it should be equd to Ox630E. If we manage to match the correct ID number, we
know that we are definitely communicating successfully with avaid CS8900A device.

The next operation to execute is the sdf-test cal. This resets the chip, and verifies
thet it is functioning correctly.

1.11.5 IEEE MAC ADDRESSING

Another important setting that must be peformed before frame transmisson and
reception can occur is the Media Access Control (MAC) address setting. The MAC
address conggts of a 48bit number that must be unique to every Ethernet network card
manufactured, and is used for host identification on a CSMA/CD broadcast LAN. It is
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important to redise that this number is specific to the network interface, not the
CSB900A device itsdelf. If the CS8900A were mounted on an ISA card, this address
would be hard coded into on board EEPROM, and would be set in the device at power
on. As we do not have any on board firmware on our embedded Ethernet PCB, it is up
to us to st the address to a suitable value in the driver initidisation. A 48bit MAC
addressis glit into four fieds, arranged as follows

1bit 1bit 22hits 24hits

0: Unicat 0: Univearsd IEEE  Allocated Manufacturer

1 Multicas 1 : Locally Manufacturer 1D ,IADIIocated Device
Managed

The firg two bits are usudly set to 00 as most LANs are unicast, and though localy
managed MAC addressing is possibleit is not widely used.

Usng the scheme above, every manufactured network interface is given a unique
MAC address. Idedly, we should give our interface a new unique address, but this is
not practicd as the IEEE charge a fee for a manufacturer ID dlocation. For the

purposes of this project, a MAC address from an old non-functioning PCl network
interfaceisused. Thevaue, in hexadecimd is

00-50-FC- OA- D9- 8C

Once this crucid vaue is s, the find settings (manipulated through PacketPage
aCCesses) are

(possibly) Enable Full Duplex (if supported by the physical Ethernet connection)

Set to accept valid addressed frames (for our MAC address) and broadcast
frames (required for ARP and IP broadcast operation)

Enable receiver and transmitter operation

Force interface to 10baseT operation

1.11.6 POLLING OPERATION

As we have to operate the CS3900A in polled mode, we require a polling function
that the main control loop can use to check for the presence of new data. This function
is defined asfollows

ug8 t / ul6_t ethdrv_poll (void)
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This function smply checks the correct PacketPage Status register to determine if a
receive event has occurred. If it has, the et hdrv_read() function (discussed below) is
cdled to retrieve the packet from the inteface, and the receved packet length is
returned.

If no receive event has occurred (or the packet istoo large), 0 is returned.

1.11.7 READ OPERATION

As the CSB900A is in 8hit mode, the read operation must follow a drict procedure
whilst receiving Ethernet data, teking care to read low and high bytes from the data
register in the correct order. The functionis defined

ug8 t / ul6_t ethdrv_read(void)

It is cdled from the polling function when a packet is found to have arived. The
sequence of events is as follows. Smilar to the SLIP driver, we have a fixed driver
buffer space available, and any packets hat are larger than the dlocated buffer space are
dropped. It is important to note thet if we wish to drop a packet, to retain sequencing in
the CSB8900A, the entire packet must il be read from the device.

The firgt 16bit value that must be read once we know a packet has been received is
the RxStatus 16hit vadue. Although we do not use this vaue, it ill has to be read from
Receive/Tranamit Port O, high byte firsd. The next vadue is the RxLength vaue (dso
high byte first). This vaue is very important, as it determines both how many bytes we
must sequentidly read, and aso whether the packet will fit within our dlocated buffer
space.

Once these two vaues have been read, the data packet itsdlf is retrieved from the
card, byte by byte from Receive/Tranamit Port 0. During this transaction, we must read
the low byte fird. The following table shows the gart of a sample frame reception,
indicating the sequence of associated register offsets required.

Value Port Port Direction
Offset

RxStatus RxTx Pot O 0x01 Read
MSB MSB

RxStatus LSB Rx/Tx Port O 0x00 Read

LSB

RxLength Rx/Tx Pot O 0x01 Read
MSB MSB

RxLength Rx/Tx Port O 0x00 Read
LSB LSB

Data Byte O Rx/Tx Pot O 0x00 Read
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LSB

DataByte 1 Rx/Tx Port O 0x01 Read
MSB

Data Byte 2 Rx/Tx Port O 0x00 Read
LSB

DataByte 3 Rx/Tx Port O 0x01 Read
MSB

DataByte 4 Rx/Tx Port O 0x00 Read
LSB

etc etc etc Read

The sequence above is continued until the correct number of data bytes (determined
by RxLength) isread.

In terms of coding, a boolean vaue ‘kegp’ is defined, and is used to determine if
received bytes are buffered or dropped as they are read. For completeness, it is helpful
to include the following code snippet that shows the loop that actudly reads the daa
bytes from the CS8900A. Note the use of the modulus operator that determines if we
are reading an even or odd byte, and cdls the read operation on the LSB or MSB
register accordingly.

for(i=0; i < recLen; i++) {
if(iv® == 0)
c = ¢s8900_reg_read(CS_DPO_LSB);
el se
c = ¢s8900_reg_read(CS_DPO_MSB);
i f(keep)
eth _buf[i] = c;

Once the packet is completely trandferred, it is copied from our driver buffer to the
ulP stack buffer, and the received packet length is returned. If the packet is larger than
our buffer, avaue of O isreturned.

1.11.8 WRITE OPERATION

Sending a frame to the CS8900A is achieved via regiger manipuletion in a smilar
manner to frame reception. Frst of dl, the driver has to bid to send the frame, by
issuing the correct transmit command to the TxCommand port, and subsequently
writing the required transmission length to the TxLength port. Once this is done, we
have to poll the gppropriate PacketPage register until we are given permisson to dart
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writing the frame. This sequence is necessary, as the CSB900A has internd buffer
gace that may dready have been used for incoming frames, or may be holding
outgoing frames that have not yet been sent successfully. Once write permisson has
been granted, the frame is written in exactly the same way as reception — LSB to 0x00
and MSB to OxO1l. Again, the overal sequence of register accesses is summarised in the
following tables.

Value Port Port Direction
Offset

TxCommand TxCMD LSB 0x04 Write
LSB

TxCommand TXCMD MSB 0x05 Write
MSB

TxLength LSB TxLength LSB 0x06 Write

TxLength MSB TxLength MSB 0x07 Write

Poll PacketPage BusStatus register until we have write permisson. Then write

Value Port Port Direction
Offset

Data Byte O Rx/Tx Pot O 0x00 Write
LSB

DaaByte 1 Rx/Tx Port O 0x01 Write
MSB

DaaByte 2 Rx/Tx Pot O 0x00 Write
LSB

DataByte 3 Rx/Tx Port O 0x01 Write
MSB

DaaByte 4 Rx/Tx Pot O 0x00 Write
LSB

etc etc etc Write

Once the complete frame has been transferred to the CS8900, it is automaticaly sent.
If the frame is smdler than the minimum frame length of 64 octets, it is automdicdly
padded by the CS8900A with extra garbage bytes to comply with the Ethernet
CSMVIA/CD minimum frame Sze specification.

An issue was discovered when polling the BusStat register during development. In
the CSB900A Reference manuad (Cirrus Logic document ANO83), it dates that
pemisson to trangmit the frame chould aways be given, though not aways
immediately. It was found however that this is not dways the case, and the driver loop
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was getting stuck in an infinite loop waiting for the correct permission bit to be set. To
combat this issue, a count variable is included as a timeout. If this variable reaches its
maximum vaue of 255, the send operdtion is aborted. This will however result in the
packet being logt, but should be compensated for by a TCP retransmisson, or UDP
timeout.

1.12 OTHER NETWORK INTERFACE POSSIBILITIES

The two network interfaces that have been discussed in this section were chosen
manly for thar dandardised use and compatibility with a large range of systems.
However, the ulP stack can eadly use other IP aware network technologies by smply
constructing an appropriate software driver.

1.13 DyNAMIC NETWORK CONFIGURATION VIA DHCP

The problem of uniqudy identifying and configuring a collection of nodes on a
network is not new. Every node mugst have a unique identifier - in the case of IP
networks, this is the IP address. When communicating a the hardware levd on an
Ethernet network, hogts are differentiated by their hardware MAC address. This
address conssts of a Manufacturer ID and an equipment 1D, as discussed earlier. The
IEEE alocates the manufacturer portion to companies who wish to produce network
products. The equipment ID is assgned by the manufacturing company, and must be
unique for every item manufactured.

Locd IP address configuration and dlocation is the respongbility of the locd
network manager, who must ensure that the network is organised in such a way that no
two nodes can ever have the same address. Having more than one node with the same
|P causes many problems, and can lead to dataloss and overdl confusion.

There are a few different ways in which the dlocation of addresses can be managed.
The firg is to use static IP addressing, where each node has to be configured manualy.
This is obvioudy a large adminidration task, and must be caried out very methodicaly
to ensure there are no conflicts.

Another option is to use some sort of dynamic dlocation. Usng this type of
scheme, a node will boot wthout any address, and must query the network to determine
a auitable address. There are a few different protocols that can be used to achieve this,
notably

BOOTP, and its more recent counterpart
DHCP
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Both protocols above rely on using initia broadcast messages to contact a centralised
database server that will broadcast a suitable address back to the client.

BOQOTP is a protocol that is designed to adlow a diskless node to boot via an IP
network. Firgly, a BOOTP server will be discovered that will alocate an IP address,
and this then dlows the node to subsequently remotely load a file into its own memory
in order to complete the boot process. BOOTP can work on a variety of network media,
and isfully defined in RFC 951.

DHCP is a newer extenson to BOOTP, and is designed for use on machines that
have some form of locd Sorage media There are some fundamenta differences
between BOOTP and DHCP. DHCP introduces the concept of acquiring a network
lease for a finite period of time. It is the responghility of the dient to ensure that any
acquired lease is renewed with the originating DHCP server within the dlocated time.
Also, DHCP dlows the client to acquire other IP parameters that it requires to operate,
for example Subnet Mask and default router detailss DHCP can adso provide ligts of
DNS servers, dthough these are not needed for operation of the HCS12 IP stack.
DHCP is designed to be backward compatible with BOOTP, and as a conseguence uses
farly large messages containing many redundant fields. The operation of DHCP is
fully defined in RFC 2131, and extra extensons are defined in RFC 2132. As the
protocol operates with variable length packets, and variable options fidds, there are
many other vendor dependant options that servers and clients can optionaly support.

1.13.1 DHCP SERVER CONFIGURATIONS

There are a few different schemes in which a DHCP server can be configured to
dlocate leases to different client hosts. The smplest setup is to set asde an address
range that can be used solely for dynamic dlocation. This "pool” of addresses can then
be given out on a fird-come firgd-served bass.  For a lab of client PC's this is a
perfectly adequate solution, as mogt IP traffic will be outgoing, and therefore it doesn't
matter which address a specific machine is dlocated. However, for our sysem, we
require to know the IP address a given node is dlocated in order to communicate with
it.

DHCP can solve this problem in a number of ways. As each client must have some
sort of unique hardware address (48bit MAC address in Ethernet), the DHCP server can
use this as an identifier, and a specific IP can be dlocated accordingly. While this
obvioudy increases network adminidration at the DHCP server, dl adminigtration will
take place in a centralised location. All client nodes will ill boot without an address,
and any |P address range changes on the network can be coordinated centrally.

Ancther, dightly more complex method is to have an integrated DHCP and DNS
saver solution.  In this case, the hostname given whilst discovering the DHCP lease is
used as the client identifier.  Once a DHCP lease is dlocated, a corresponding DNS

© 2001/2002/2003 GLOSS CONSORTIUM 36/60



GLOSS: GLOBAL SMART SPACES D12 CONSTRUCTION GUIDELINES: PAGE 37/60
PROJECT NoO. IST-2000-26070 HARDWARE INFRASTRUCTURE DESIGN

record is cregted, and from this point on al communication with the node can be caried
out via its hogtname rather than IP address. This gpproach is dightly more flexible, as a
fixed node to IP mapping is not required. However, the complexity lies with the
communication and synchronisation required between the DHCP server and network
DNS server, and aso each host mugt store a unique hostname in firmware,

1.13.2 DHCP IMPLEMENTATION

As DHCP requires not only acquiring an IP lease, but aso subsequently renewing it,
the most draghtforward implementation for our sysem is to implement the client as a
date machine, which is periodicdly polled by the main code loop. It is important to
redise a this point that until we have been dlocated a lease (and subsequently received
a auitable acknowledgement from the server), the stack cannot accept or send any IP
packets, except broadcast DHCP messages. This is accomplished by setting the system
|P address to 0.0.0.0 until aleaseis obtained.

As dready discussed, DHCP is an enhanced verson of BOOTP which is carried as
the payload of a UDP packet running on IP. DHCP uses the following UDP ports for
normal operation

Client : UDP port 67
Server : UDP port 68

The diagran to the right
shows a sample DHCP

FII E@j Sample DHCP

discovery  transaction, and Transaction
subsequent renewal of a DHCP  micsophce over Ethernet ope
lesse. This diagran  was Client erver
condructed from a sesson
mvvw.l the proj a:t board and DHCP Type=Discover(1), Source IP=0.0.0.0, Dest IP=255.255.255.255 (Broadcast),
dmaftmmtd D H CP eve Client ID=0x0050FCOAD98C(MAC), Hostname="sputnic1” .
The  captured  traffic  is
contained in Appendix VI. o e e e
2|
As mentioned previoudy, the Recuest 172130 156 164 242, et ID~0x0050F COADIBC(MAC). Hosame= aputric
3
man dae machine for the
DHCP Cl | ent iS car r|aj out by a DHCP Type=Ack(4), Source IP=130.159.196.78, Dest IP-255.255.255,255(Broadcast),
. i i . Alloc 1P=130.159.164.242, Mask=255.255.255.192, Router=130.159.164.254, Time=4 Hours
palling function.  This function i -
takes care Of The DHCP lease must be renewed within the time given by the
DHCP server. This is a simpler process using unicast addressing
(as we have a valid IP)
. DHCP Type=Request(3), Source IP=130.159.164.242, Dest IP=130.159.196.78(DHCP Svr),
DHCP D|g:0ve’y Requeif szleza%fzgv164.(2)zrzc,ecliem ID:OXOOSOFCOADZZC(MAC), Hosmame:"spumici/"r
» 5
Lease Request
DHCP Type=Ack(4), Source IP=130.159.196.78, Dest IP-255.255,255,255(Broadcast),
Alloc IP=130.159.164.242, Mask=255.255.255.192, Router = 130.159.164.254, Time=4 Hours
Lease Renewa o it

If the lease cannot be renewed within the allocated time, the
system must revert back to the DHCP Discovery sequence above
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Before looking a the date machine implementation in detall, it is hdpful to examine
the DHCP send and receive functions, and the basic structure of a DHCP message.

1.13.3 DHCP MESSAGE LAYOUT

The message format of DHCP looks rather strange from the outset, and contains a
large amount of redundant data fields. This is due to its backwards compatibility with
the older BOOTP protocol. A DHCP message has a standard fixed format header that
mantans compatibility with BOOTP, and dso contans one or more variable length

optionsfieds. The header has the following format

Field Fiedd Name Description
Sze
gerr Op Code

8hit Hardware Address type Thisis Ethernet in our case

8hit Hardware address length 6 bytes for Ethernet

8hit Number of hops Normally unused, and set to O

32bit Transaction 1D A unique number that is used in
al further correspondence between a
client and DHCP server

16hit Elgpsed Time Normaly unused. It defines the
number of seconds that have eapsed
gnce the node was first powered on

16hit Hags Also redundant - would normdly
contain the BOOTP message flags

32bit Client Address Unused in DHCP

32bit Y our Address Contains dlocated IP

32bit Server Address May contain server IP

32bit Relay Agent IP May contain arelay server IP

16byte Hardware Addressfidd We populate the fird 6 bytes of
this fidd with our Ethernet (MAC)
address

64byte BOOTP Server Hosthame BOOTP specific fidd - we leave
it blank

128byte BOOTP Boot File Name Agan, left blank

After this sandard header, a 32bit "Magic Cookie' vaue is inserted. This vaue is
gandard to DHCP, and identifies that the rest of the variable options in the message are
to be interpreted as DHCP. The DHCP magic cookie is defined as
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0x63825363

1.13.4 VARIABLE OPTIONS

The content and type of options used are discussed in the sections below. Each
option has a standard format, alowing variations that are unknown to a client or server
implementation to be safely ignored.

EACH OPTION CONSISTS OF

8hit option code
8hit option length, specifying the number of payload bytes
Option payload data

A specid op-code byte of OxFF is reserved to indicate the end of the variable
options, and hence the end of the DHCP message.

1.13.5 DHCP SEND

As we are deveoping the client for a low power embedded system, we are aming to
make the DHCP cdlient implementation as smple as possble to conserve processng
power and network bandwidth. Therefore, we only support the minimum number of
messages to make the system work. These are

DHCP Discovery
DHCP Request

Most systems aso support the ability to release an IP address on system shutdown
and to renew an address by user intervention, but these are not mandatory in the DHCP
specification, and therefore not necessary for our minima implementation.

1.13.6 DHCP RECEIVE

Agan, our DHCP dient implementation requires only support for a subset of the full
range of possble server generated messages and related options that may be sent to us.
We specificaly require reception and interpretation of

DHCP OFFER
DHCP Acknowledgement
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DHCP_INIT

Renewal not
completed within
current lease expiry

time

A

DHCP_DISCOVERY)

A
( DHCP_REQUEST )

/\ \
(DHCP_RENEWlNG) ( DHCP_BOUND )

1.13.6.1.1.1.1.1 DHCP State
Machine

THE STATE MACHINE FOR THE DHCP CLIENT
IS DESIGNED TO BE POLLED ONCE A SECOND
AND IS CALLED FROM THE MAIN APPLICATION
LOOP. THE STATE MACHINE OPERATION IS
SHOWN IN THE DIAGRAM ON THE LEFT.

TRANSITIONS BETWEEN STATES ARE
ACCOMPLISHED BY CONDITIONAL
EXPRESSIONS IN THE RECEIVE FUNCTION
WHICH PARSE THE CONTENTS OF INCOMING
DHCP MESSAGE PACKETS, AND ALSO IN THE
POLLING LOOP WHEN LEASE EXPIRY IS NEAR.
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2 SYSTEM APPLICATIONSDESIGN ANDIMPLEMENTATION

21 O6HTTP SERVER

A smdl web saver goplicaion is included with ulP. It is very limited in
functiondity and does not provide al the options that we require. For our system, the
web server application must

BeHTTP 1.0 compliant

Be non-blocking

Be cgpable of publishing dynamic content

Support agenerd API to dlow other gpplications to publish content

There are two maor versons of the hitp protocol — hitp/1.0 specified in RFC 1945,
and more recently http/1.1, which is fully specified in RFC 2616. There are various
enhancements in verson 1.1 tha ae manly centred on improving the performance of
the protocol, for instance the operation of persstent connections. However, as we are
desgning our sarver for a minima sysem having perdastent connections will tie up TCP
connection dots, and will add complexity to the server operation. RFC 2616 specifies
that any application supporting the newer http/1.1 protocol must be backwards
compatible with a server only supporting verson 1.0. Therefore when replying to http
requests, our server will report that it only supports http/1.0, and will close the
connection a the end of every request. For a dient to retrieve a html page containing
two images from the server, three separate TCP transactions will take place (unless the
image is dready cached).

2.1.1 BASIC SERVER OPERATION

As with dl modules in this project, the web server gpplication must be able to serve
content to a connection on a packet-by-packet bass, and must be able to support
multiple connections smultaneoudy. Obvioudy, this requires various dates to be held
for each connection. This functiondity is handled by a connection specific dae
dructure, and an array of these dtructures are kept by ulP in a datic aray. The
definition of the connection date is defined in ht t pd. h and as such is only gpplicable to
the http server application. This seems restrictive, but other 3 party applications are
very unlikely to require stae information to be held on a connection bass — mos will
hold their own gpplication specific dates. If this functiondity is required for future
gpplications, the connection date declaration should be managed by the appTCPMux
module. In the http server, a connection pointer is used to pull out the gpplication Sate.
It is initidised to the correct array location by referencing the globa connection pointer
at the gart of each http application cal.
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The operation of the hitp server dae machine is shown in the following Sate

diagram.

©

No GET
received
(timeout or
illegal
request)

HTTP_GIFHEADER

@TTP_FRONTPAGEHEADE@

/

HTTP_NOGET

HTTP_GET

HTTP_PAGEHEADER HTTP_PRTCTLHEADER

HTTP_DYNAMHEADER

@TTPﬁNOTFOUNDHEADER)

(HTTP_PAGE) (HTTP_PR EDYNAM )

(HTTP_GIF_)

(HTTP_FRONTPAGE)

HTTP_WELCOMENOTE

HTTP_TIMEFOOTER

l

HTTPiPOSTTIMEFOOTER)

HTTP_PRETIMEFOOTER

HTTP_DYNAM
(special case)

{ HTTP_NOTFOUND

HTTP_DYNAM

HTTP_POSTDYNAM

Trangtion between each date is dependat initidly on the payload content of
incoming packets. The server has to wait in the HTTP_NOGET date until a vaid hitp
GET request is receved. The subsequent path through the state machine is then

determined by the content of the
GET request. State trangtions are
govened by the reception of
acknowledgement packets for TCP
packets sent. For datic content
that is larger than the MSS of the
connection, more than one packet
may have to be sent per state, and
if no ack is received within 1 sec,
the periodic timer will poll the
goplication and a retransmisson
packet will be sent. To sop
broken connections teking up
connection dots infinitely,
connections are reset if no ack is
recelved after ten retransmissions.
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HTML AND IMAGE STORAGE ON THE HCS12

With no access to any external storage medium, some thought has to go into where
content that the http application requires to send out is stored. As the server is
embedded and designed to be as smdl as possible, the content should aso be kept to a
bare minimum. With this in mind, each page is sarved out with identicad html content
dating and finishing each page. Every page consgs of a html table contaning three
columns. The left column contains the university logo and links to other pages that the
server supports, and the right hand column smply contains the departmenta logo. The
content of the middle column in the table is the responghility of whatever function has
been requested by the client. Congructing each page in this manner both saves the
quantity of html code that we need to store, and gives each page a Smilar gppearance.
Also, if the content of ether of the Sde columns requires to be changed, this change will
only need to be made once rather than in an html definition for every function. An
example of thislayout is shown in the screenshot on the previous page.

Bearing in mind the redrictions which the Banked memory modd imposes, some
planning is required to determine where both congtant html data and gpplication code is
stored. As the fixed content is going to be rdativedy smdl compared to code which
actudly generates the pages, the fixed congtants will be stored in Non Banked Hash,
and application code can then be consigned to a Banked (paged) location.

2.1.2 SERVING OF IMAGES

Normaly images are sarved from a web sarver ether from disk or they may be
cached in the server's memory. With the HCS12 acting as a standaone controller, we
do not have access to any sort of storage medium apart from system memory. In order
to serve out a binary image, we firs must do some processing to convert it into a format
that we can put into a standard C character array.

There are many utilities that dlow the Hexadecimd representation of a binary file to
be displayed, one such package is OctdDump, a utility found on most UNIX
environments  The utility dlows a file to be viewed in many formats, incuding
hexadecimal shorts. However to put into an array we require the data to be arranged in
aspecific format, for example

char anlmage[] = {0x23, 0x45, 0x02, 0x05, 0x32, 0x38};

To eadly encode binary images in the above format, a script has been created for the
Awk pattern-matching interpreter found in UNIX based sysems. The script is desgned
for use with the OctaDump utility that can convert a binary file into hex bytes. This
soript will place the initidiser on the firg line of its output, and insart commas between
eech hex byte definition on dl subsequent lines and findly cose the image definition on
thelast line.

This stript is badcdly a time saving tool, dlowing images on the server to be
changed or added easly. Itsuseisdescribed in Appendix I1.
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2.1.3 DYNAMICHTML CONTENT GENERATION

Serving of fixed content pages and images as described above demondrates the
potential of an embedded web server, but to utilise the server to its maximum we must
be able to produce html pages (or parts of pages) dynamically. Being able to produce
content “on the fly” in a limited embedded environment requires some careful thought
as we are condrained by both buffer szes and CPU cycles, which we wish to keep to a
minimum.

In our implementation, &l dynamic content is produced via functions that are
contained in the httpDynamGen module. Each function acts as a smdl date machine
independently from the main http application, borrowing the count variadle that is
contained in the gpplication state of each connection to hold its current ate.  When the
http state machine reaches the DYNAM dtate, control of the connection is passed to one
of the dynamic functions.

Dynamic functions will send a chunk of dynamic data eech time they are cdled. On
the next cdl to the function (resulting from an ack ariving, or a pall), we check the
ui p_acked() test function to see if the data that was sent the last time round has been
acknowledged. If it has, then the count variable is increased. Once the variable reaches
a threshold determining that al data has been sent, the function will return true, which
indicates to the http server that the function is finished and the next man server date
will be entered. As the function checks the ui p_acked() test function on entry, it is
important to cal ui p_reset _acked() before the fird cdl to any dynamic function. If
this is not performed, the firg date in the function will be missed, as the count will be
increased prematurely.

The method for actudly sending the data from a dynamic function is dightly
different from the fixed page daes.  In this gtuaion, rather than cdling the
ui p_send() function, mssng a pointer to the data to be sent, content is written directly
to the dack buffer, and is then sent by specifying the buffer address as the pointer.
While this will copy over any incoming data that is contained in the buffer, this is not a
problem in this case as we have dready retrieved the contents of the GET request to be
in the dynamic function. As mogt of the dynamic content is centred around Satigtica
data, the sprintf() function is used extendvely to handle the formatting of data This
alows usto easly output data in different number formats with specialised precison.

2.2 PORT AND APPLICATION CONTROL VIAHTTP

One of the main applications of having a http server running on a microcontroller
such as the HCS12 is control - whether it be of gpplications executing on the chip or for
I/O control. Built into the functiondity of the hitp server is the ability to control port B
on the controller. This port islinked to the bank of LEDs on the evauation board.
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To amplify operation of the http server, the actud port control functiondity is placed
into a module named httpPortControl. At present, this module contains a dngle
function,

t U08 port Control (char*)

This handles the actual control of a port. This function takes a pointer to a URL
containing a command dring specifying what operation is to be performed. At present,
this command must contain the following specifiers

Port (or device) to control

Pin levelsfor each pin of the specified port

The function will return true for a successful request, and fase for an unknown or
unsupported command sring.

The command will parse the dart of the command dring (in a Smilar manner to the
http server), looking for a supported command, terminated by a '? character. If one is
found, the function will assume that dl content after the *? is rdated to that command.
At present the function only supports a command string for a single device per request.
This is a sengble redriction to impose however, as there is a limit to the length of a http
GET request which we can support. At present, the http server will only act on the
contents of the GET request contained in the first packet of a hitp transaction, and is
therefore reated to the Maximum Segment Size (MSS) which ulP supports.  This is
defined by ulP as

TOTALBUFFERSIZE - LINKLAYERHEADER— TCP/IP HEADER

For Ethernet, the link layer header is 14 bytes, and a standard | P header is 40 bytes.

The portControl function in our system has been constructed only to provide support
for generd 1/0 Port B, but could easily be expanded for any other system port, or more
importantly for any of the on chip peripherd devices. This could alow direct control of
adevice viaaspecidised html form.

2.2.1 COMMAND GENERATION

As the port control command must be passed to the server via a http request, the
eases method of generating this command dring is via a html form. The URL beow
is an example of what is generated from the following html form.
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Condructing html forms and implementing the appropriate functiondity in the
portControl module can dlow remote control of virtudly any device or software
component associated with the HCS12.

2.2.2 OTHERMETHODSOF HTTP CONTROL

Although control via a web browser would be the most common method of
controlling the system, in some circumstances it may be dedrable to have this control
performed from a different gpplication. For many applications, this would be farly
ample, as dl thet is required is to open up a TCP connection on the correct listening
port, and pass an http request with the correct command string implemented as a GET
request. Many programming languages will provide support for opening and using http
connections.  For example, JAVA contains the Ht t pURLConnect i on class to handle hitp
requests.

2.2.3 GENERATION OF THE HTML FORM CONTENT

The html form could be stored in flash, and served out as static content, Smilar to an
image for example. However, this has many limitations, as in most cases it is useful to
know the current State of the port that we are trying to control. To overcome this
problem, the actud form html content generation is handled as a dynamic function, and
served out line by line, with the contents of each line being determined by the current
port date. This dlows us to output a form which has pin levels pre sdected and dlows
the user to be able to pre determine the status of a port before committing any changes.
Having a reset button on the form aso dlows a user to cance any preiminary changes
made on the form before any changes are committed.
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One of the other problems associated with serving a datic form is that the form
action tag must specify the host that the response of the form is to be &nt. Having the
form served Setically would require the static content to be loaded onto the board with
the IP address or hostname pre defined. This problem is addressed in our system by
genegrating the form action tag dynamicdly, and using the current IP of the system as
the host parameter. Therefore, even if the system IP address were to change (by
acquiring a different DHCP lease for example), the form would ill be generated with
the most up to date address.

2.3 UIP STATISTICS GENERATION

ulP comes with some basic functiondity to support smple tedlemetry. This support is
built into a macro defined in ui p. ¢ caled UIP_STAT. This macro provides access to
the daidics dructure, and if datigtics are compiled into the build will dlow a cdl to
increment count values during ulP operation. The vaues of dl supported telemetry
counts are accessed by the httpDynamGen module and can be displayed on the datistics
web page.

2.3.1 HCS12 DEVICE AND MEMORY STACK UTILISATION

In addition to ulP gatitics, it is useful to be able to view some information about the
HCSI12 device itsdf. Natively, without an operating system there is no sandard way of
telling what resources the system is usng, and how loaded it is. As an example, a
method is condructed which dlows the user to view some had coded system
parameters, and aso to gain a rough idea of memory stack utilisation when the device is
running.

To enable us to know how much stack we are usng, we must be able to gain access
to the stack pointer (SP) register, which is part of the core sysem block. There is an
assembler ingruction STS that will copy the vaue into a 16bit varidble. To be able to
use thisingruction, we define it as amacro, asfollows

#define READ SP(x) asm sts Xx

When this macro is cdled, the value of SP is copied to x. Now that we have a way
of determining the vaue of SP, we need to be able to probe and Sore this a specified
times in order to gan an overdl picture of how the sack is varying during norma
sysem operation. As we dready have an operaiond TimerlSR, this would seem a
good location to place this functiondity. Two globd 16bit variables are declared to
represent the high and low water mark vaues of the pointer.  When the TimerlSR is
cdled (8 times a sec), the SP vdue is obtaned and the variables are updated if

necessary.
The address and usage vaues are then output in the HCS12 satistics web page. In
order to tell the actual amount of stack that is being used, we need to know the base

address of the stack itsdf. This vdue is contained in the st art upDat a Structure that is
initidised by the linker and defined in basic. h. It is a Smple matter of subtracting (as
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the stack works down from the defined base vaue) the SP value from this base address
to determine the quantity of stack bytes being used. With the high and low water mark
vaues accessble from the dynamic html generator, the sysem maximum and minimum
stack usage can be calculated and displayed.

2.4 TIME SYNCHRONISATION

With a standard PC, we take it for granted that the system will keep the time of day.
When the system is powered down, the time is kept running on the motherboard by a
battery and is therefore till correct when the PC is next switched on.

On an embedded microcontroller such as the HCS12, there is no concept of time.
The processor cycles at the speed of the oscillator that is driving it, and gpplication code
will run as fagt as the chip will dlow. When implementing an IP sack, there are some
very important timing consderations thet we must consider.

While running a protocol such as TCP, retransmissons must be catered for to alow
recovery of sessons when packets ae lost. If we ae usng Ethenet as a
communications medium, a locad table contaning IP to Hardware address mappings
must to be held. If we are participating on a network that supports dynamic addressing,
this table must be cleared periodicdly to alow for the reemapping of IP addresses to
different hardware. Also, if our node has to acquire a dynamic address, this lease must
be renewed within a specific time intervd.

The problems above can be resolved by cresting a timer interrupt — a routine thet is
cdled a a specific time interva. This type of solution is effective, and will caer for the
basc timing issues in our system. However, from an application perspective it would
be advantageous to be able to determine the current time of day, and as we are working
in a networked environment, severd possihilities exist to alow this functiondity.

Before looking a these different methods of acquiring an accurate time, it is
important to understand how time is normally represented in the computer world.

In most computer systems, a 32bit unsgned number that represents the number of
seconds that have egpsed since midnight on January 1st 1900 represents time.  Some
systems (notably UNIX) hold the time locdly as the number of seconds since 1t Jan
1970. Mogt systems will dso store a second 32hbit vadue that contains the number of
micro or nano seconds since the last second increment. The system must be adle to
convet these vaues into a forma that is congdent with our everyday time. This
converson must take into account

Time zone offsets (if applicable)
Daylight saving time (if gpplicable)
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Leap Years

We dready have a 32bit globad variable which is incremented once a second to cater
for ulP timing issues — this will be synchronised with a network time server.

2.4.1 TIME ENQUIRY PROTOCOLS
There are various standard protocols that can be used to retrieve the time of day.

Protocol Transport Port Associated
RFC
TivE TCP or 37 868
UDP
Daytime TCP or 13 867
UDP
NTP UDP 123 1769
SNTP UDP 123 1165/ 1305

NTP is a very sophigticated time protocol, and is mainly used between large servers
and time criticd sysems.  Its counterpart SNTP is ampler, but gill offers some of the
gpecidisad features such as compensation for network delays between a client node and
time sarver.

The Time and Daytime protocol operate in a Smple manner — the dient sends a
angle message and recelves a dngle response. Time returns a 32bit numericad quantity
representing the number of seconds that have dapsed since January 1% 1900, while
Daytime returns a siring representing the current time, such as

SAT MAR 16 20:40:59 1900

The daytime protocol does return the time vadue in a format which we could
subsequently use on web pages, however it would be impracticad to perform a time
enquiry for every web page served.

As we are not implementing a time critica clock, accuracy to within a few seconds is
perfectly adequate.  Therefore, we will implement our time synchronisation process
using the basic Time protocol.
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2.4.2 TIME SYNCHRONISATION IMPLEMENTATION

A separate agpplication module clockSync has been developed to handle both
transmisson and reception of time enquiry packets. This module is initidised as a UDP
goplication, and during this initidisation it will regiser to receive UDP packets on a
particular port. The vaue of this port does not matter a great ded — to be sure we are
not going to potentidly conflict with any other UDP service, the value 65000 is chosen.
This is the vaue that is used as the source when sending the enquiry, and therefore the
response from the time server will be destined for this port.

The module contains two functions — get Net wor kTi me() thet is cdled by the man
loop a specified intervals, and cl ockSync() which is the gpplication cal invoked by
the UDP multiplexer on reception of a UDP packet for port 65000.

The outgoing function smply sets up a 32bit buffer, initidises it to zero, and sends it
as the payload of a UDP packet to port 37 (Time) of the server specified in the uipopt.h
file

The incoming function copies the 32bit response from the time server into a locd
32hbit varigble. This time is then checked againg the system time and the difference is
output to the debug interface. This can give an indication of how accurate the
TimerlSR is a giving us a 1sec increment.  Findly, the syssem vdue is updated with the
received time.

ANSl C defines severd functions for use with time vaues, however the Metrowerks
compiler does not provide implementations of these functions, so these were created as
part of thisproject. Implementations were coded for

asctime
ctime
gmtime
locdtime

and are contained in the fully documented t i me. ¢ file

Time updates are initidised by the main loop — the frequency of these updates can be
changed in the ui popt . h file. The server IP used can dso be configured. Whilst using
a SLIP connection, remote time synchronisation will not normaly be possble unless a
routable UNIX hogt is available, and should be disabled.
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3 TESTING AND EVALUATING THE SYSTEM

Due to the complexity involved whils completing a project contaning both
hardware and software dements, a modular design with testing at every possble sage
has been followed during desgn and implementation. This approach has therefore kept
the number of variable factors that could cause potentid problems to a minimum, and
has alowed any problems that have arisen to be detected and fixed easly.

A number of different drategic testing methods and utilities have been used,
induding

Utilisation of the developed serid debug interface

Usng the initid SLIP connection to determine the correct operation of the
ported ulP stack. This connection aso dlowed pardld development of both the
Ethernet driver software and gpplication software — with correct operaion of
goplication modules determined via SLIP.

Ethernet traffic capture using Etheredl, a network protocol analyser

ApacheBench — http server benchmarking tool used for evauating server
efficiency and operation

The hitp interface datigics and monitoring pages to view internal  connection
and ARP tables, and live configuration detalls.

nmap — Network Mapper, a port scanning utility

We will now condder eech of the above methods highlighting any useful and
interesting points.

3.1 THESERIAL DEBUG INTERFACE

The deveopment and general requirement of this interface has been discussed
previoudy in this report. During the software development, extensve use of this fegture
has been made, and in some cases progress would have been virtudly impossble
without it.

While developing the network drivers for both SLIP and Ethernet, it was essentid at
times to see visudly the format of byte streams and packets that were being received.
Having the ability to print out vaues in different number bases was ds0 extremey
ussful — when working a network data level we amost aways wish to view data as

Hex, whereas when debugging other sections of code it was more convenient to view
decimd vaues.

Having the ability to output a buffer of null terminated ASCIl data was dso used
extensvely. For example, debugging of the http server was complicated during

© 2001/2002/2003 GLOSS CONSORTIUM 51/60



GLOSS: GLOBAL SMART SPACES D12 CONSTRUCTION GUIDELINES: PAGE 52/60
PROJECT NoO. IST-2000-26070 HARDWARE INFRASTRUCTURE DESIGN

development due b changes in what turned out to be a fairly large state machine. Being
able to output text during each of these dates dlowed a grester understanding for what
was actudly happening in the sysem. Use of this debug interface is demondrated in

Appendix V1.

3.2 THESLIP CONNECTION

Although the SLIP connection was a mgor objective of the project from the outset, it
dso served as an evduation tool, dlowing a fully functiond IP connection to the board
to be edablished before both application software or Ethernet connectivity was
desgned. Having this connection served as a gateway to the functiondity of the hitp
sarver, before the Ethernet solution was fully completed.

3.3 TESTING THE UDP IMPLEMENTATION

Along with usng sarid debug functions, the bet method of teding that the
implemented UDP transmission and reception was working was to actualy make the
device communicaete with another node by sending UDP packets. Some smdl Java
applications were condructed - one to transmit test packets to the device and another to
recéve packets ~ Usng these two utilities adong with serid debug, the UDP
functiondity could be shown to be working correctly. The java source code is included
on the project CD.

3.4 THEETHEREAL NETWORK PROTOCOL ANALYSER

During development of al Ethernet based areas of the project, the Ethered andyser
was used for debugging, testing and evauation. Ethered is an open source application
which dlows a user to capture traffic which is passng through the network interface of
the machineit is running on. It has two main modes of operation

Fixed interface capture

Promiscuous mode

Fixed inteface functiondity was used to monitor active network connections
between the host running Ethered and the development board. This dlowed the capture
of full http and rdaed TCP transactions, and aso alowed monitoring of initid ARP
requests and responses.

Promiscuous mode capture dlows dl traffic that is being broadcast on the network to
be monitored. This dlowed transactions between the board and other hosts to be
identified, and was used to a grest extent whilst developing the DHCP dient. The
functiondity of the Time protocol transaction was <o verified in this mode.

Various sample transactions captured with Ethered are shown in Appendix V1.
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3.5 APACHEBENCH

While utilities such as Ethered can accuratdly determine any errors, which may be
present in transactions with a remote host, they ae not able to determine any
performance characterigtics for the syssem. Network latency can be determined by the
“ping” utility, but what we are redly interested in is the performance of both the stack
in generd, and the main http gpplication.

One utility that can be used to determine some smple performance data about a web
saver is ApacheBench.  This utility comes bundled with most versons of gpache — a
popular open source web server. The utility can send off a specified number of page
requests (a a specified concurrency level) for a given URL, and will report some smple
datistics on completion.  As the results of a test such as this are going to be dependant
on network traffic levels and dso the number of hops between source and destination,
the tests were run on a Linux host connected directly to the board by a crossed Ethernet
cable.

351 SysteM URL TESTS

Tests were performed on each of the main objects that the http server supports. The
man objective of these tests is to determine if some generd reationships can be
observed between any of the main variable factors between each request. Each URL
was tested with 100 hits a a concurrency level of 2. The table below shows various
datistics that were collected from this series of tests.

Total
Bytes Time Mean http Data
Per Taken Requests Mean Transfer | Packets Sent
URL Request (sec) (sec) Rate (Kb/sec) per request
/ (default) 797 5.31 18.83 16.68 9
/image/unilogo.gif 954 4,979 20.08 21.23 4
/image/cislogo.gif 982 5.056 19.78 21.46 4
/dynam/TCPSessi
ons 1687 17.36 5.76 10.28 15
/dynam/TCPStats 2263 18.5 5.41 12.76 32
/dynam/netlF 1249 9.959 10.04 13.47 14
/dynam/ARPTable 1439 10.98 9.1 13.92 15
/dynam/hcs12Stat
5 1301 11.19 8.93 12.42 19
[prtctl/index 2030 18.36 5.45 11.59 16
/random (404
Error) 797 5.4 18.52 16.31 6
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From the table above, it is helpful to compare some of the sets of data grephicaly.
For ingtance, the graph below shows the packets per request againgt the overdl mean

transfer rate,

35
/ === Packets per
request

30
25
> N -
15 === Mean Transfer
K/\’_ Rate (Kb/sec)

10
5 /
T T T

This comparison is very important, as it demongrates how much the number of
packets and associated sizes can affect the overal performance of our TCP stack which
is governed by the inefficiencies caused by the “Stop And Wait” ARQ scheme imposed
by not supporting TCP diding window acknowledgement functiondity. As expected,
the more packets that need to be set, the more time is spent wating for
acknowledgements, and therefore the lower the overall data transfer rate becomes.

3.5.2 CONCURRENT CONNECTION TESTS
The second type of testing which was carried out usng ApacheBench was concurrent
The teds were caried out with a normalised number of

connection  testing.
connections, and the board supporting a maximum of 8 smultaneous TCP connections.

54/60
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The grgph dove shows the rdationship between the number of concurrent
connections opened to the board, and the effects this has on performance.

It is surprisng to note tha dthough the board was configured to support 8
connections, the performance levels drop as soon as more than one concurrent
connection is edablished. It is dso interesting to note that when more than one
connection is in operaion, the performance levels remain farly congant — even if many
more connections are sent than the board supports. This seems drange at firdt, but
actudly is the expected result. If dl connection dots on the board are in use, the stack
will send a TCP Resat packet to the client to indicate that a TCP connection is not
avalable. The dient TCP gack will retry any faled connections until a specific time
threshold is reached, in which case the connection is deemed to have faled. If this
threshold is large enough for dl connections to be processed within the given time, the
average time and transfer rate should be approximately equal across al connections.

3.6 HTTPINTERFACE MONITORING AND STATISTICS

Once the functional operation of both the protocol stack and http serving application
were implemented, a series of dynamic datus pages were added to the server. This
dlows a user to access live datigics and configuration data from the device. Having
this feature dlows access to internal dack datisticdl data and tables that cannot
normally be viewed. This feasture was used to check the correct operation of the ARP
table, and aso gave an indication that TCP session states were being handled correctly.
Network checks were also performed which the board correctly rgected. For example,
atempts to connect to ports that the board was not actively listening to, and dso
connections to open ports with protocols other than http over TCP. The stack correctly
denied dl of these illega requests, and the telemetry data on the stack datistics page
correctly indicated that the illegd attempts had been made.
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3.7 NETWORK M APPER TESTING

The nmap utility was used to check that the sysem was only lisening on TCP port
80 (http). The test was successful, showing only http port 80 to be accepting TCP
connections. The utility results are shown below.

Starting nmap V. 2.54BETA31 ( www. i nsecure. org/ nmap/ )
Interesting ports on sputnicl.cis.strath.ac.uk (130.159.164.242):

(The 1553 ports scanned but not shown below are in state: closed)

Por t State Servi ce
80/tcp open http
Nmap run conpleted -- 1 | P address (1 host up) scanned in 23 seconds
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4 CONCLUSIONS

In summary, we have developed a stand-aone interface between a standard 1P
network and a sensor system (See figure below). This is supported by a Motorola
HCS12 microcontroller with serid line and Ethernet interfaces A micro websarver has
been deployed on this device to support configuration and access to the 1/0 pin et of
the board. This has been deployed and tested (as described in ddiverable D11) in a

sensor systemn supporting some 100 sensors. This has been operating continuoudy  for
over 2 months.

We have subsequently bought the necessary hardware eements and housings to
package this system for deployment to other partners. This process is delayed due to
limited availability of the Ethernet boards.

However, this device provides a very smple, low cost route to deploying a sensor
system for smartening spaces. We estimate a cost of £250 per box that compares very
favourable to the high cogt dternatives (dso investigated in D11) such as LonWorks. In
this document we describe the development process. We have dready had over 20
request for this sysem and specification from other researchers in the Pervasive
Computing domain.

One of the limiting factors in developing many of the projects within DC has been
access to sensor systems. This work complements that of Smart-1TS and provides the
community with a coherent sensor interface.

The Sensor Gateway.
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Glossary
ADC Anaogue to Digitd Converter
ARP Address Resolution Protocol
ARQ Automatic Repeat reQuest
ARPA Advanced Research Projects Agency
ASCII American Standard Code for Information Interchange
ATM Asynchronous Transfer Mode
BDLC Byte Data Link Control
BDM Background Debug Mode
BOOTP Bootstrap Protocol
CAN Control Area Network
CaGl Common Gateway Interface
CSMA/CD Carrier Sense Multiple Access/ Collison Detect
DHCP Dynamic Host Configuration Protocol
DNS Domain Name System
EEPROM Electricdly Erassble Programmable Read Only  Memory
(E°’PROM)
EISA Extended Industry Standard Architecture
EVB Evduation Board (Development Board)
FTP FILE TRANSFER PROTOCOL
HT M L HYPER TEXT MARK-UP LANGUAGE
HTTP HYPER TEXT TRANSFER PROTOCOL
ICMP Internet Control Message Protocol
|IEEE Ingtitution of Electricad and Electronic Engineers
IP Internet Protocol
/O Input / Output
SO International Standards Organisation
LAN Loca Area Network
LED Light Emitting Diode
MAC Media Access Control
MSCAN Motorola Scaleable Control Area Network
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MSS Maximum Segment Sze

NFS Network File System

NIC Network Interface Card

NTP Network Time Protocol

osl Open Standards I nterconnection

PDU Protocol Data Unit

PoE Power over Ethernet

PPP Point to Point Protocol

PWM Pulse Width Modulator

RAM Random Access Memory

RFC Request For Comments

ROM Read Only Memory

RTOS Red Time Operating System

SCl Serid Communications Interface

SDI Seriad Debug Interface (Earlier version of the BDM)
SLIP Serid Line Internet Protocol

SMTP Simple Mail Transfer Protocol

SNM P Simple Network Management Protocol

SNTP Simple Network Time Protocol

SPI Serid Peripherd Interface

SPUTNIC Single Processor Unit Together with Network Interface Chips
TCP Transmission Control Protocol

TQFT Thin Quad Flat Pack

UART Universd Asynchronous Receiver / Tranamitter
UDP User Datagram Protocol

ulP Micro (m) Internet Protocol

URL Uniform Resource L ocator

UTP Unshielded Twisted Pair

WAN Wide Area Network

Www World Wide Web
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