In Proceedings Interact�97, Chapman&Hall1Eigen-Space Coding as a Means to Support Privacy inComputer Mediated CommunicationJo�lle Coutaz*, James L. Crowley**, Fran�ois B�rard*CLIPS-IMAG, BP 53, 38041 Grenoble Cedex 9(**) INPG, 46 av. F�lix Viallet, 38330 Grenoble CedexFRANCE{Joelle.Coutaz, jlc, Francois.Berard}@imag.frABSTRACT The current solutions to disclosing privacy in computer-mediated communication are two-fold: eitherthe connection is permitted and an audio-video link is opened providing a full-blown perceptual view on the distantlocation, or the connection is denied and the distant visitor has no perceptual access to the remote site. We claim thatthe disclosure of private data is more complex than these simplistic binary solutions. In this article, we present theconcept of published observability as a system property to characterize the disclosure of private data. We propose atechnical solution as an instantiation of this property using an eigen-space coding for private video data. This techniquehas been implemented within CoMedi, a mediaspace under development.KEY WORDS privacy, computer mediated communication, mediaspace, eigen-space coding, computer vision1. INTRODUCTIONComputer Mediated Communication (or CMC)covers multiple forms of person-to-personcommunication supported by a computer networkinfrastructure. CMC may occur asynchronously aswith E-mail or synchronously as in desk-top videoconferencing and mediaspaces. In typical mediaspacesettings such as Cavecat (Mantei, 1991), Cruiser(Fish, 1992) and Montage (Tang, 1994), users canteleglance at a remote office, open a Vphoneconnection or maintain a permanent link with a distantshared location. Although these systems are intendedto support informal encounterings and provide a globalsense of a shared community, they may also be usedabusively and highjack our own privacy.Access control to privacy may rely on socialprotocols as in the very first mediaspace developed atPARC (Stults, 1986); it may rely on technicalsolutions as in Cruiser, or it may include acombination of both imperative and indicative controlsas in Montage. The current solutions to disclosingprivacy are two-fold: either the connection is permittedand an audio-video link is opened providing a full-blown perceptual view on the distant location, or theconnection is denied and, with the exception ofCruiser, the distant visitor has no perceptual access tothe remote site. We consider that the disclosure ofprivate data is more complex than these simplisticbinary solutions.In this article, we present the concept of publishedobservability as a system property that characterizesthe disclosure of private data to distant users. Wepropose a technical solution as an instantiation of thisproperty using an eigen-space coding for private videodata. This technique has been implemented withinCoMedi, a mediaspace under development.

In Proceedings Interact�97, Chapman&Hall22. COMEDI, A MEDIASPACEPROTOTYPECoMedi (Communication and Media-space) isbeing tested on four Silicon Graphics Indyworkstations communicating over the Ethernet. Eachworkstation is equipped with a motorized pan-tilt-zoom color camera, and microphones placed on thefour corners of the computer monitor. It provides userswith typical facilities such as glancing at someone,Vphoning and exploring a remote location using avirtual window (Gaver, 1995): the distant camera isremotely controlled by the user�s head movement. In its current state, the originality of CoMedi liesin the integration of multiple active and cooperativecomputer vision processes: three visual processes (eyeblink detection, skin-driven color histogram (Schiele,1995), and cross-correlation (Crowley, 1995)) are usedin cooperation to detect and track mediaspace occupantswith robust and real time performance (Coutaz, 1996).The availability of complementary visual processespermits the system to interpret the user’s movementsby activating the set of processes that are appropriateto the situation. In particular, users can accomplishtheir tasks without distractions of remaining in anarrow field of view. They can move around and adjusttheir own views on remote sites without being tied upto the workstation.The cooperation of multiple visual processes isprimarily intended for improving the robustness andthe flexibility of the tracking system. It also serves asthe foundation for increasing the transmissionbandwidth. Low bandwidth is an important source ofdiscontinuities within the human communicationprocess (Sellen, 1995). It can be improved by usinghigh speed ATM based-technology, complementedwith compression techniques. In CoMedi, we obtainvery high video compression ratio by stabilising theimage of the user using our visual cooperatingprocesses. Stabilisation provides the position, scaleand illumination normalisation which makes possibleefficient compression using an eigen-space. InCoMedi, eigen-space coding was initially intended forincreasing transmission bandwidth. Early experimentsled us to exploit this technique for an additionalpurpose: that of a magic filter for published privatevideo data.3. THE CONCEPT OF PUBLISHEDOBSERVABILITYA number of properties have been developed in theliterature to structure and reason about the design, theimplementation and the evaluation of interactivesystems (IFIP WG2.7, 1996; Dix, 1991). One of theseproperties is �Observability�: the property that thepresentation of the system contains sufficientinformation to allow the user to determine thefunctional state of the system (Salber, 1994; Salber1995). In principle, the information to be madeobservable is motivated by the task model.In groupware, observability may be in conflictwith the protection of the private space. The privatespace is the set of variables that model personal data,for example, the fact that I am currently in my officereading my E-mail. The quality of being �personal� fora particular state variable is decided at the analysisstage of the design process. Clearly, the observabilityof personal state variables is relevant to groupawareness (Dourish, 1992) but may conflict withprivacy. Our concept of published observability allowsdesigners to reason about this antagonism (Salber,1995).A personal state variable relevant to a groupactivity is made observable only if its owner hasauthorized its publication. The authorization forpublication may be static (i.e., decided at the designstage) or dynamic (i.e., may be changed at run time).For ethical reasons, the owner of a state variableshould be the user whose state is conveyed by thevariable but the owner may lend the state variable toothers.The binary duality �authorization-interdiction� ofpublishing a state variable does not convey thesubtlety of human social relations. We introduce theconcept of publication filter to support thisrequirement. A filter is both a mapping and atransformation function. As shown in Figure 1, apublishable variable P is linked to at least onerepresentative variable R. In turn, R is rendered by atleast one presentation object that makes R perceivable

In Proceedings Interact�97, Chapman&Hall3to remote observers. Dependencies between P and Rand between the representatives and the presentationobjects are maintained by the publication filters. Thetype of filter depends on P, on the role of the owner,on social relationships, etc. The identity function isone such basic filter. The eigen-space coding describedin Section 4, provides an innovative filter for privatevideo data.

PR’Set of personal state variables for User I

RRendering of R for User JRendering of R for User KRendering of R’ for User MRendering of R’ for User N

Set of Representatives for P

Figure 1. Published and filtered observability. Arrowsdenote publication filters. In this illustration, personalstate variable P is published as two representatives Rand R� for two different groups of users. In turn, R andR� are rendered depending on the final observer in eachgroup.For example, �current activity� can be defined as apersonal state variable P that memorizes the currentactivity (e.g., reading E-mail) of a user engaged in amediaspace. The user may decide to publish thisvariable as is for his collegues (therefore, the filter isthe identity function) but, for unknown users, he maydecide to hide himself behind a smoke screen. Forexample, one possible representative R for P would bethe level of availability. R would then be rendered byan interaction object (e.g., an icon) using the doormetaphor as in Cavecat, or the venitian blindsmetaphor as in Cruiser, or even the shadow filter asproposed in (Hudson, 1996).In this section, we have introduced the concepts ofpublished observability and publication filter. We haveillustrated these notions with known solutions asdeveloped for current mediaspaces. In the next section,we describe a new way of handling video images usingour concept of published and filtered observability.4. EIGEN-SPACE CODING AS APUBLICATION FILTEREigen-space coding employs principal componentsanalysis to determine an optimal basis space for codinga signal for transmission(Lo�ve, 1963; Watanabe,1965). This mathematical tool has been used recentlyin computer vision for recognition: identifying faces(Turk, 1991), interpreting hand gesture (Martin, 1995),and indexing documents. As discussed above, we haveused eigen-space coding as a compression technique forvideo-phone images as well as for the basis of apublication filter. The computational details of thetechnique is available in the Annexe as well as in(Br�geon, 1996). In this section, we only outline theprinciples.

In Proceedings Interact�97, Chapman&Hall4video images. Figure 2 shows a sample of 6 initialimages I0, I1, ... I5 used to build the eigen-space J0,J1, ..., J4 shown in Figure 4. Figure 3 shows the meanimage of the sample images. The received image isrebuilt in real time on distant sites using the meanimage and a linear combination of the basis images.101)WIciJiiip=+�==-�01 where c(i) denotethe coordinates of W in the eigen-space J0, J1, ..., J4 offigure 2.The reconstruction is perfect when the live imageis identical to one of the sample images. When notidentical but reasonably similar, the reconstructedimage is slightly distorted (see Figure 6). Real liferequires more precision. To support this newrequirement, we have developed an incremental eigen-space coding capable of adjusting dynamically to localchanges: when the energy of the current live imageexceeds a threshold, the local as well as the distanteigen-spaces for that user are updated accordingly(Br�geon, 1996).

In Proceedings Interact�97, Chapman&Hall55. CONCLUSIONThe concept of published observability and itscompanion, the notion of publication filter, provide anew dimension for reasoning about privacy in multi-user systems. We have exploited a new way of usingeigen-space coding for publishing private video data inan innovative and flexible manner. So far, we havedemonstrated the technical feasibility of our ideasthrough a real time implementation of the eigen-spacefilter on workstations linked over Internet. Clearly,ATM-based technology would significantly improvethe incremental version of the eigen-space filter.We have not yet performed usability studies. Weneed to evaluate the impact of image distorsion inrelation to communication tasks as well as the socialimplication of hiding or transforming �real pixels�. Inthe current implementation of CoMedi, we do supportreflexivity (the user sees his reconstructed image) inorder for the sender to check the image received onremote sites. We also claim that one filter does not fit all.Filters should be composed over areas of the live sceneto provide a flexible and fine grain level of privacy forvideo data. For example, I would like the system toreplace the area of the blackboard in my office thatdiscloses my latest scientific results with a nice posterimage. I would also like to provide the remoteobserver with a sense of coming and going activities atmy office door using a shadow filter (Hudson, 1996).In addition, I would like to use the eigen-space filterfor my face so that no one sees when I am sucking mypen while typing at the terminal. To this end, we havedeveloped a robust face tracker (Coutaz, 1996,Crowley, 1997) that controls a pan-tilt-zoom cameraand provides the eigen-space filter with a normalizedsource image.Composing video filters with sound information isanother interesting avenue for novelty and questions:How eigen-space coding can be extended to speech andsound to provide remote users with sufficientawareness of local sound events without having accessto the real wording? More generally, how should filtercomposition be made amenable to non specialistusers?6. ACKNOWLEDGEMENTThis work is supported by France Telecom-CNET.We are grateful to Denis Br�geon and Laurent Le Correfor the implementation of the eigen-space codingalgorithms.7. ANNEXEigen-Space CodingNotationsUpper cases denote vectors and matrices. Lowercases correspond to scalar values.A source image whose definition is w x h pixels isrepresented by a vector composed of w*h components.Each component represents one pixel of the sourceimage.The number of images in the initial sample set isn.The number of dimensions retained for the Eigen-Space is p.Initial set of sampled images: Ik" k = 0, 1, ...n-1A mean image is computed from the initialsampled set:

InIkkn==-�101The sampled images are recentered on the meanimage:

IIIkk=-" k = 0, 1, ... n-1.Matrix of recentered images: A =

[]IIIn011...-Covariance Matrix: A At (At denotes the transposeof A)Working matrix: At A = QEigen vectors of the working matrix:Vk" k= 0, 1, ... n-1 (ranked according to decreasing eigen-value)Eigen vectors of the sampled set:

ZViIkkiiin=�==-�()01 " k = 0, 1, ... p-1

In Proceedings Interact�97, Chapman&Hall6Eigen-space is composed of the normalized eigenvectors :

JZZkkk=" k = 0, 1, ... p-1AlgorithmThe construction of the eigen-space follows thefollowing steps:1. Sample n initial images representing publishablescenes (see Figure 2): I0, I1, ... In-12. Compute the mean image

I of the sampled set(see Figure 3) as well as the set of initial imagesrecentered on the mean image, e.g., for every icompute

Ii and build the matrix A =

[]IIIn011...- Reduce A to a set of orthogonal images usingprincipal component analysis (see figure 4). Theorthogonal images are defined as the eigen vectorsof A At. However A At has a size which is thesquare of the number of pixels in each image. Inmost cases it is unreasonable to compute such amatrix. To avoid this problem we consider thematrix of inner products between the images, Q =AtA . We note that the Eigen-vectors of Q are Q R = l R. We note the following identity: (AtA) R = l R A (AtA) R = Al R (AAt) AR = l AR Thus l AR give the eigen-vectors of AAt.3. Order Viaccording to their decreasing eigen-valueso as to select the p vectors among n that are the mostdiscriminants. Chose p so that the sum of the eigen-values attains a threshold.The eigen-space of publishable scenes is usedlocally to code source images in real time as a vectorof p numbers. This vector is transfered to the remotesite where the image is reconstructed using the eigen-space sent once at connexion time.Source live image :WProjection vector :C = {c(i)}with c(i)= < W-

I , Ji > , i = 0, ...p-1C is a column vector built from the projection ofW recentered with the mean image.Rebuilt images are computed as:

~()WIciJiiip=+�==-�018. REFERENCESBr�geon, D. and Le Corre L. (1996) Technique deCodage par Eigen Vecteurs, Rapport de projet de find�tude ENSIMAG, 1996.Coutaz, J. , Crowley, J. L. and B�rard, F. (1996)Coordination of Perceptual Processes for ComputerMediated Communication, in proceedings of thesecond International Conference on Automatic Faceand Gesture Recognition, IEEE Computer SocietyPress, pp. 106-111.Crowley, J. L. and Martin, J. (1995) ExperimentalComparison of Correlation Techniques", in proc.IAS-4, International Conference on IntelligentAutonomous Systems, Karlsruhe.Crowley, J. L. and F. B�rard (1997) Multi-ModalTracking of Faces for Video Communications, IEEEConference on Computer Vision and PatternRecognition CVPR ’97, Puerto Rico.Dix, A. (1991) Formal Methods for InteractiveSystems, Academic Press.Dourish, P. and Bly, S.A. (1992) Portholes :Supporting Awareness in a Distributed Work Group,in proceedings of the CHI�92 Conference on HumanFactors in Computing Systems, pp. 541-547.Fish, R.S., Kraut, R.E., Root, R.W., and Rice R.E.(1992) Evaluating Video as a Technology forInformal Communications, in proceedings of theCHI�92 Conference on Human Factors inComputing Systems, pp. 37-47.Gaver, W., Smets, G. and K. Overbeeke (1995) AVirtual Window on a Media Space, Proc. CHI’95,ACM publ., pp. 257-264.Hudson, S. & Smith, I. (1996) Techniques forAddressing Fundamental Privacy and Disruption

In Proceedings Interact�97, Chapman&Hall7Tradeoffs in Awareness Support Systems. In Proc.CSCW�96, ACM Press, pp. 248-257.IFIP WG 2.7 (1996) Design Principles for InteractiveSoftware (C. Gram & G. Cockton Eds.),Chapman&Hall.Lo�ve, M. (1963) Probability Theory, 3rd Edition,Princeton, Van Nostrand.Mantei, M., Backer, R.M., Sellen, A., Buxton, W.,Milligan, T. and Wellman B. (1991) Experiences inthe use of a Media Space, in proceedings of theCHI�91 Conference on Human Factors inComputing Systems, pp. 203-208.Martin, J. (1995) Suivi et Interpr�tation de Geste :Application de la Vision par Ordinateur �l’Interaction Homme-Machine, Rapport DEAInformatique, IMAG - INPG.Salber, D. (1994) The System Modelling Glossary,Amodeus Project Document: System Modelling/WP26.Salber, D. (1995) De l�interaction Homme-Machineindividuelle aux syst�mes multi-utilisateurs:l�exemple de la communication homme-hommem�diatis�e, Th�se de doctorat de l�Universit� Joseph Fourier, Grenoble.Schiele, B. and Waibel, A. (1995) Gaze TrackingBased on Face Color, in proc. InternationalWorkshop on Face and Gesture Recognition, Zurich.Sellen, A. (1995) Remote Conversations: The Effectsof Mediating Talk with Technology, in HumanComputer Interaction, Lawrence Erlbaum Publ.,Vol. 10(4), pp. 401-444.Stults, R. (1986) MediaSpace, rapport technique XeroxPARC.Tang, J.C. and Rua, M. (1994) Montage: ProvidingTeleproximity for Distributed Groups, in Proc. ofthe Conference on Computer Human Interaction(CHI�94), pp. 37-43.Turk, M. and Pentland, A. (1991) Eigenspaces forRecognition. Journal of Cognitive Neuroscience,3(1), pp. 71-86.Watanabe, S. (1965) Karhunen-Lo�ve Expansion andFactor Analysis: Theoretical Remarks andApplications, Transaction of the Fourth PragueConference on Information Theory, StatisticalDecision Functions and Random Processes, 1965.